Chapter 16 


The Social Security Number 


The Commission’s mandate suggests that the Privacy Protection Study 
Commission make a study of: 


the use of social security numbers, license plate numbers, universal 
identifiers and other symbols to identify individuals in data banks 
and to gain access to, integrate, or centralize information systems 
and files. [Section 5(c)(1)(C) of P.L. 93-579] 


In accordance with this suggestion, the Commission undertook such a study, 
but decided to limit its empirical study to the use of the Social Security 
number (SSN). There is more public concern about the SSN than any other 
identifier and second only to names, the SSN appears to be the most widely 
used label! in America. The Commission’s findings, however, apply to any 
widely used system of labelling individuals; its SSN study is a case study of 
the advantages and disadvantages of any commonly used label. 

There are essentially three basic ways to identify a person—by his 
physical attributes (e.g., color of hair and eyes, voiceprints, fingerprints); by 
__ a possession (e.g., passport with a photograph); and by a label (e.g., name, 
SSN, address). This study covers only the third because the Privacy Act, the 
Commission’s mandate, focuses primarily on the use of labels to identify 
individuals. | 


IDENTIFICATION. AND AUTHENTICATION 


Before the issues surrounding the use of the SSN are described, it is 
necessary to understand precisely what identification and authentication 
mean; their role in record keeping; and the way the SSN is used in 
identifying and authenticating individuals and records. 

Identification is the process by which an individual asserts who he is or 
by which an organization initially determines that a record pertains to a 
particular individual. Although the first process can be achieved by visual 
recognition, people usually identify themselves by stating or showing a 
label; typically an individual introduces himself to an organization by 
stating his name. For a record-keeping organization a label is essential to 
select a record that pertains to a particular individual from a set of records. 


1 “Label,” as used in this chapter, is a general term that includes other identifiers and 
authenticators in addition to the SSN. 
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Authentication is the process of confirming that a person is who he 
claims to be, or that a particular record does indeed pertain to a particular 
individual. Typically, an individual authenticates his identity by providing a 
fact about himself, or another label in addition to his identifier, that is 
known both to the individual and to the organization. An organization 
authenticates that it has correctly associated a record with an individual by 
comparing what it learns about the individual with information already in 
the record. 

An example of how these processes work may be helpful. When Arthur 
Klein goes to his bank to make a withdrawal from his savings account, the 
bank first asks him for his name and then for his account number. His name 
is used in this instance as an identifier; the account number is used as an 
authenticator. The bank maintains a list of all customer names with cross- 
references to account numbers and when Arthur recites his number, the 
bank employee locates it on the list to ascertain that Arthur is who he 
purports to be. Before Arthur’s withdrawal is processed, his account record 
must be located. The records clerk goes to the file containing records about 
customers with last names beginning with “K.” There are, however, three 
records identified by the name “Arthur Klein.” Thus, the records clerk must 
use Arthur’s account number to discriminate among the three records 
identified by the label “Arthur Klein” and to authenticate the fact that a 
particular record pertains to the Arthur Klein in question. 

After Arthur makes his withdrawal, he asks the bank to use some of 
the money he has withdrawn to make a payment on his mortgage. Because 
mortgages are handled by another bank employee, information about the 
mortgage payment must be transferred from one part of the bank to 
another. When the information is transferred, it is labelled with Arthur’s 
name and account number. When the mortgage section receives the 
information about the payment, it includes it in another previously compiled 
record about Arthur. In the process of doing so, it locates records about 
three Arthur Klein’s and uses Arthur’s account number to assure itself that 
the record finally selected does indeed pertain to the Arthur Klein in 
question. 

Finally, when the. bank reports information about the interest on 
Arthur’s account to the Internal Revenue Service each year, it labels the 
information with Arthur’s name and Taxpayer Identification Number. 
When the IRS receives the information and wishes to add it to a record it 
already maintains about Arthur, it will use his Taxpayer Identification 
Number to discriminate among the 100 Arthur Klein’s on whom it 
maintains records. 

As this example illustrates, identification and authentication processes 
are essential in almost any transaction that involves an individual and an 
organization, an organization’s employees and its record systems, and the 
record system of one organization and that of another. For ease of reference, 
the process will be called personal identification and personal authentication in 
the first instance, and record identification and record authentication in the 
latter two instances. Record identification and authentication can be intra- 
organizational or inter-organizational; that is, they can take place between | 
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two record systems maintained by the same organization, or by separate 
organizations. 

In some cases, notably where there is an automated record system 
involved, a label normally used as an authenticator can serve also as a 
record identifier and so either eliminate the authentication step altogether or 
require yet another label for authentication. In the above illustration, if the 
bank’s savings and mortgage records were automated, the right Arthur 
Klein’s record could be located by using his account number alone without 
reference to his name, so that the account number would be the record 
identifier, not the authenticator. Another label, Arthur’s address, for 
example, could be used for record authentication purposes, or an authenti- 
cator may not be needed, especially if the identifier is known to be unique 
and accurate. The point here is that the same label can serve as an identifier 
in some instances, and as an authenticator in others. The development of 
automated record systems has, to a large extent, provided the impetus for 
widespread use of numerical labels such as the SSN for identification 
purposes. 

As long as individuals have established relationships with organiza- 
tions, personal identification and authentication have been important 
processes. For organizations which maintain records in order to facilitate 
their relationships with individuals, a record identification and authentica- 
tion procedure within the organization is essential. As organizations and the 
populations served by them increase in size, the importance of identifying 
and authenticating the records which document and mediate interactions 
between organizations and individuals grows correspondingly. And, when- 
ever organizations exchange records about an individual, inter-organiza- 
tional identification and authentication become crucial. In such cases, the 
identifiers and authenticators used by the organizations between which 
exchanges of records take place must be common to both. This is one 
important reason why the use of a few widely available labels, such as the 
SSN, has become pervasive. 

The genesis of the Social Security number offers a good example of the 
compelling need of organizations for accurate identification and authentica- 
tion. Shortly after the Social Security Act of 1935 became effective, the 
Bureau of Internal Revenue issued a regulation requiring the issuance of an 
account number to each employee covered by the Social Security program, 
called a “Social Security account number.” The need for the regulation is 
obvious. In order to carry out its program, the Social Security Administra- 
tion would have to keep records about millions of workers for the rest of 
their lives. A worker’s career could span more than half a century and could 
include many different employers in different locations. A separate account 
of the wages paid to, and the taxes withheld from, each worker had to be 
kept so that his eligibility for benefits, and the amount of those benefits, 
could be correctly established at retirement and paid thereafter. 

Because the information in a single record might come from many 
different sources, because many workers share the same name, and because 
an individual may assume more than one name in the course of a lifetime, 
there had to be some way of uniquely labelling each worker. The solution - 
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adopted was to issue each worker a different number, and require a worker 
to report his number to his employers. Employers, in turn, were required to 
report to the Social Security Administration (SSA) certain information 
regarding the wages paid to, and the taxes withheld from, every worker. This 
information had to be labelled with the worker’s Social Security number, 
which would enable the Social Security Administration to keep accurate 
accounts of each worker’s earnings over the years. Then when a worker 
applied for benefits, the SSN would help SSA to match worker to record, 
and confirm that the worker was, in fact, the person he claimed to be. 

A great many other organizations with large numbers of customers, 
beneficiaries, or employees also found it necessary to use labels other than 
names. Credit-card issuers, for example, assign unique numbers to individu- 
als when they extend credit. When an individual uses his card to charge 
purchases at a wide variety of organizations in many different geographical 
locations, each charge on an account is reported to a central location so that 
the client can be billed at one time for all of his purchases. Like the Social 
Security Administration, credit-card issuers must consolidate information 
about individuals received from many different sources. It is important to 
know which of two John J. Smiths charged $1,000 to his account and which 
charged $50. This kind of discrimination is more easily and accurately made 
if each John J. Smith has a unique credit-card account number. 

There are also exchanges of personal information about individuals 
between organizations. Here, accurate identification and authentication is 
especially important. If, for example, an individual is incorrectly billed for a 
credit-card purchase because of name confusion, he can probably identify 
the source of the error easily and attempt to get it corrected. If, however, the 
credit-card issuer has reported information about the wrong individual to a 
credit bureau, and the credit bureau then reports it to still another credit 
grantor, it can take much time and effort even to locate the source of the 
error. 

As long as organizations have relationships with individuals, most of 
whom are not known personally by someone within the organization, 
effective personal identification and authentication is an essential social 
mechanism. As long as organizations make decisions about individuals on 
the basis of recorded information, some means of assuring that the 
information being used does indeed pertain to the individual affected by the 
decision is necessary. It should also be clear that while accurate identifica- 
tion and authentication facilitates the work of organizations, it also benefits 
individuals who seek fair and prompt decisions from them. If individuals 
and records are not correctly identified and authenticated, an individual 
may be unfairly denied a right, benefit, or opportunity as a result. Society as 
a whole also suffers when a benefit is given to an undeserving individual. In 


sum, accurate identification and authentication are an essential component 
of fairness in record keeping. 


THE SOCIAL SECURITY NUMBER AS AN IDENTIFIER AND AUTHENTICATOR 


Because names are sometimes inadequate as identifiers—many 
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individuals may possess the same name, a single individual may change his 
name—and because a different label must be used as an authenticator when 
a name is used as an identifier, alternative labels had to be developed. There 
are essentially two processes that can be used to develop these alternative 
labels. First, a government body can decree a system of labelling and 
registering citizens and either mandate the use of the new labels or make 
them available to organizations on a voluntary basis. Some European 
countries have used this method and, during World War II, the United 
States considered adopting it to facilitate draft registration and commodities 
rationing.? Second, without such government action, the needed labelling 
systems grow up on an ad hoc basis to serve the special needs of particular 
private organizations and government agencies. 

‘The United States did not choose the first alternative and thus, by 
default, has many systems of unique individual identification and authenti- 
cation. Thus, today’s typical American adult has a wide array of labels in 
addition to his or her name—a credit-card number, bank account number, 
driver’s license number, license plate number, health insurance number, 
utilities account number, employee identification number, library card 
number, as well as a Social Security number. 

Although the SSN is only one of many labels used for identification 
and authentication in America, it is relied on for these purposes more widely 
than any other kind of label except name; but the SSN is, at best, an 
imperfect identifier and authenticator. One reason is that until 1972, an 
‘applicant for an SSN was not asked if he had already been issued a number, 
nor was he asked to produce proof of identity. The result is that several 
‘ million individuals now have more than one SSN—clearly a source of 
confusion. Another reason is that one SSN is sometimes used by more than ~ 
one individual—as when a son, confused about how the system operates, 
uses his father’s number when he goes to work. These problems are 
gradually being resolved in part because a Federal law /Section 
205(c)(2\(B)ii) of the Social Security Act] now gives the Department of 
Health, Education, and Welfare (DHEW) the authority to require verifica- 
tion of the identity of SSN applicants and to determine whether an applicant 
has previously been issued an SSN. Experience is slowly clearing up 
confusion about the system’s operation. | 

An individual’s SSN may be used for personal identification, although 
the instances in which an individual identifies himself with his SSN appear 
to be rare. The SSN is more often used for personal authentication, as when 
an individual wants to cash a check. The use of the SSN in record 
identification and authentication, both within and between organizations, 
however, is common. Most of these uses of the SSN have nothing at all to do 


2 See, for example, Measures Relating to Vital Records and Vital Statistics, U.S. House of 
Representatives, Document No. 242, 78th Congress, Ist Session. 
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with the purpose for which the SSN was originally created—the administra- 
tion of the Social Security Act. 


CONCERN ABOUT THE USE OF THE SOCIAL SECURITY NUMBER 


The clear need of organizations to identify and authenticate individu- 
als and records accurately, both internally and in the course of exchanging 
personal information with other organizations, is seldom questioned. The 
propriety of certain widely used systems of labelling individuals and records, 
however, is hotly debated in this country. Much of this debate today centers 
on what uses of the Social Security number are appropriate. To understand 
the Commission’s recommendations in this area, the arguments advanced 
against the use of the SSN as a widely used identifier and authenticator must 
be explored. 

Some individuals simply resent being identified by a number rather 
than a name, and of these, most seem uncomfortable with the use of the SSN 
across the board for both personal and record identification and authentica- 
tion. The case was stated by one of the Commission’s correspondents, who 
implored the Commission to “prevent us from becoming our Social Security 
numbers.” This concern seems to reflect the feeling that to label a person by 
a number rather than by a name is dehumanizing. It is probably safe to 
_ assume that these people do not object specifically to the Social Security 
number, but to any widely used numerical label. After all, the telephone 
companies incurred much wrath when they changed from name to number 
labels for exchanges. 

In most ‘cases, however, opposition to the use of the SSN appears to 
arise from a fear that if several organizations possess an individual’s SSN, 
the ability with which these organizations can exchange information about 
the individual will be greatly facilitated. This kind of opposition is directed 
primarily to the use of the SSN for record, as opposed to personal, 
identification and authentication. Some individuals feel that information 
exchanges will not always be beneficial to them—particularly because some 
kinds of information should not be available to certain decision makers— 
and thus these exchanges should not be encouraged. Such concern is also 
related to a more general feeling that if the SSN is used to facilitate 
unconstrained exchanges of information about people, dossiers about 
individuals may be created that will follow them throughout life. Thus, an 
individual’s capacity to “make a fresh start” in life would be hampered, and 
the processes of social control of individuals would become increasingly 
threatening. 

i gn bil the sees correspondents expressed this general 
by Hi specs a = asserted that “the extensive use of this single number 

agencies allows unscrupulous individuals within the 
government to easily obtain all the information in a file concerning an 
individual.” Another objected to the collection of SSNs by credit grantors 





3 ; ; : 
See DHEW Secretary’s Advisory Committee on Automated Personal Data Systems, 


R : eye . 
: O79) Chane vie and the Rights of Citizens (Washington: U.S. Government Printing Office, 
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and life insurance companies because he opposed the ease with which“. . . 
one computer can ‘interface’ with another guy’s computer and swap 
information.” 

Again, there is no evidence to suggest that any unique aspect of the 
Social Security number is peculiarly objectionable. Presumably, any other 
label—except a name—that is used as widely would arouse the same 
opposition and, if each individual had a unique name for life, used by him 
alone, it is conceivable that names also would become a target of concern. 


RESTRICTIONS ON THE USE OF THE SSN 


The Privacy Protection Study Commission is not the first government 
organization to study the use of the SSN and other identifiers and make 
recommendations regarding them. The Social Security Administration’s 
Social Security Number Task Force,+ the DHEW Secretary’s Advisory 
Committee on Automated Personal Data Systems,> and the Federal 
Advisory Committee on False Identification,® have all reported on the use 
of the Social Security number and other means of labelling individuals. In 
addition, the Congress has enacted legislation regarding the conditions 
under which disclosure of an individual’s Social Security number can be 
compelled. 

The enactment by the Congress of Section 7 of the Privacy Act of 1974 
was the first step in establishing a Federal policy limiting compulsory 
divulgence of the SSN.7 Section 7 provides that: 


(a) — 

(1) It shall be unlawful for any Federal, State or local 
government agency to deny to any individual any right, 
benefit, or privilege provided by law because of such 
individual’s refusal to disclose his social security ac- 
count number. 

(2) the provisions of paragraph (1) of this subsection shall 
not apply with respect to— 

(A) any disclosure which is required by Federal 
statute, Or 

(B) the disclosure of a social security number to any 
Federal, State, or local agency maintaining a 
system of records in existence and operating 
before January 1, 1975, if such disclosure was 
required under statute or regulation adopted prior 
to such date to verify the identity of an individual. 

(b) Any Federal, State, or local government agency which 


4 See Social Security Number Task Force, Report to the Commissioner, Social Security 
Administration, May 1971. . 

5 DHEW Secretary’s Advisory Committee on Automated Personal Data Systems, op. cil. 

6 See Federal Advisory Committee on False Identification, The Criminal Use of False 
Identification (Washington: U.S. Government Printing Office, 1976). 

7 At least three States—Oklahoma, Arkansas, and Virginia—have also enacted statutes 
restricting compulsory disclosure of the SSN. 
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Tequests an individual to disclose his social security account 
number shall inform that individual whether that disclosure is 
mandatory or voluntary, by what statutory or other authority 
such number is solicited, and what uses will be made of it. 


This statute implicitly endorses two proposals of the DHEW Secre- 
tary’s Advisory Committee on Automated Personal Data Systems: (1) that 
an individual whose SSN is requested should be informed as to whether or 
not divulging his number is legally required; and (2) that no individual 
should be denied a benefit because of his refusal to divulge his SSN for 
purposes other those required by Federal law. 

The Privacy Act’s Section 7 exempts from its restrictions demands for 
an individual’s SSN that are mandated by statute or regulation adopted 
prior to January 1, 1975 for systems of records in operation prior to that 
time, and, of course, does not apply at all to private organizations. Section 7 
was not, however, intended to do more than impose a moratorium on 
demands for an individual's Social Security number by government agencies 
under circumstances where the individual has no choice but to comply. 

In 1976, for the first time since passage of the Privacy Act, the 
Congress exercised its authority to authorize compulsory divulgence of the 
SSN. Section 1211 of the Tax Reform Act of 1976 provides that: 


(i) It is the policy of the United States that any State (or political 
subdivision thereof) may, in the administration of any tax, 
general public assistance, driver’s license, or motor vehicle 
registration law within its jurisdiction, utilize the social 
security account numbers issued by the [HEW] Secretary for 
the purpose of establishing the identification of individuals 
affected by such law, and may require any individual who is 
or appears to be so affected to furnish to such State (or 
political subdivision thereof) or any agency thereof having 
administrative responsibility for the law involved, the social 
security account number (or numbers, if he has more than one 
such number) issued to him by the Secretary. 

(ii) If and to the extent that any provision of Federal law 
heretofore enacted is inconsistent with the policy set forth in 
clause (i) of this subparagraph, such provision shall, on or 
after the date of the enactment of this subparagraph, be null, 
void, and of no effect. 

(iii) For purposes of clause (i) of this subparagraph, an agency of a 
State (or political subdivision thereof) charged with the 
administration of any general public assistance, driver's 
license, or motor vehicle registration law which did not use the 
social security account number for identification under a law 
or regulation adopted before January 1, 1975, may require an 
individual to disclose his or her social security number to such 
agency solely for the purpose of administering the laws 
referred to in clause (i) above and for the purpose of 
responding to requests for information from an agency 
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operating pursuant to the provisions of part A or D of title IV 
of the Social Security Act [AFDC and Child Support 
Enforcement programs]. 


This provision was designed primarily to help State Child Support 
Enforcement units locate parents who have defaulted on their child support 
obligations, and to facilitate the matching of information on Federal and 
State tax returns by State taxing authorities. 

The Privacy Act’s Section 7 appears to have had little impact on 
Federal, State, and local government agencies. Most Federal agencies have 
been able to cite some legal authority in effect before January 1, 1975 that 
lets them continue to demand disclosure of the SSN. Although a few State 
and local agencies have abandoned the use of the SSN because they lack 
such legal authority, the Tax Reform Act grants most State and local 
government agencies that found its continued use necessary the authority to 
demand it. In short, the Privacy Act and the Tax Reform Act essentially 
preserved the status quo with respect to the SSN: namely, widespread 
collection and use of the number, 

To make Section 7 of the Privacy Act truly effective—that is, to 
severely restrict the circumstances under which an individual can be 
required to divulge his SSN to a government agency—could easily entail 
costly changes for agencies that rely on the SSN for identification and 
authentication. If even a few persons asserted their right to refuse to divulge 
the SSN to a government agency, it would be required to develop and 
administer a new labelling system, and to revise its automated record- 
keeping processes. Because of the character of such revisions—which 
involve creating the capacity for an automated record system to deal with 
identifiers and authenticators other than the SSN—the cost involved would 
be essentially the same whether only a few individuals refused to divulge the 
SSN or all subjects of the system’s records declined to disclose the number. 


CONCLUSIONS 


As noted above, the Commission believes that most concern over the 
use of the SSN as identifier and authenticator can be traced to two sources: 
(1) the belief that the SSN may facilitate the exchange, consolidation, and 
linkage of records or information about individuals for purposes which may 
be unfair to them; and (2) resentment at being labelled with a number. 
Revisions in Federal policy on the use of the SSN must recognize these 
concerns. 

As to the first point, the Commission agrees with many students of the 
issue8 that the SSN is a Surrogate for the problem of record linkage, 
exchange, and consolidation. Much of the Commission’s work in other areas 
has focused on finding solutions to this problem. Although the SSN is often 
used to facilitate record exchanges, it is only one of many possible ways that 





8 See, for example, Social Security Number Task Force, Report to the Commissioner, and 
DHEW Secretary's Advisory Committee on Automated Personal Data Systems, Records, 
Computers, and the Rights of Citizens. 
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records and information can be, and currently are being, linked, exchanged, 
and consolidated. Technical studies® indicate that record-matching tech- 
niques using a combination of attributes and labels other than numerical 
labels (e.g., name, address, birth date, sex) are entirely adequate in many 
situations and record-keeping organizations do use such means of identifica- 
tion and authentication instead of the SSN. The U.S. Department of 
Transportation’s National Driver Register office, and TRW Credit Data, 
provide two examples of organizations with large record systems that rely 
largely on labels other than numerical labels for identification and 
authentication purposes. The National Driver Register keeps records of 
license suspensions and revocations throughout the United States and 
supplies information to States upon request. TRW Credit Data is a large, 
automated credit bureau described in detail in Chapter 2. 

The National Driver Register (NDR) contains about 5.7 million 
records. It receives 94,000 inquiries daily, produces 3,500 possible matches 
every day, and mails 900 probable matches to the States. Yet the SSN (or 
another unique identifier) is not the primary identifier used in this system. 
Instead, NDR first uses name and date of birth as primary identifiers and 
then uses sex, height, weight, and eye color to discriminate among records of 
people with similar or identical names and birth dates. The 5SN is, in some 
cases, used to facilitate this discrimination process, but it is not available for 
all drivers listed in the system. 

Similarly, TRW Credit Data, which has approximately 50 million 
records in its system, does not use the SSN or another unique identifier as its 
primary identifier. Like the NDR, it relies on data elements such as name, 
address, zip code, and age to facilitate its matching processes. 10 

It is true that if organizations other than the Social Security 
Administration were forbidden to collect and use the SSN, their exchange of 
records might be inhibited for a time. Such a prohibition or restriction 
would, however, be extraordinarily costly and cumbersome, and it would 
also inhibit record exchanges everyone perceives as wholly desirable along 
with those perceived to be threatening. Furthermore, organizations which 
now rely on the SSN would devise alternative methods of identification and 
authentication that are equally effective for record exchanges. 

In any case, the question of the appropriate limitations on exchange of 
records would remain even if the SSN were done away with altogether. The 
Commission finds that restrictions on the collection and use of the SSN to 
inhibit exchange beyond those already contained in law would be costly and 
cumbersome in the short run, ineffectual in the long run, and would also distract 
public attention from the need to formulate general policies on record 
exchanges. 

The Commission is sensitive to the second point—the belief that being 
labelled with the SSN is dehumanizing. Clearly, a society in which each of us 
1s called upon at every turn to state “name, rank, and serial number” is not 





® See, for example, Accessing Individual Records from Personal Data Fields Using Non-Unique 
Identifiers, National Bureau of Standards, Special Publication 500-2. 
1° Testimony of TRW Credit Data, Credit Reporting and Payment Authorization Services, 


Hearings before the Privacy Protection Study Commission, August 4, 1976, p. 468. 
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pleasing to contemplate. The Commission fails to see, however, how 
drastically restricting the use of the Social Security number would make 
much difference in this respect, since any other widely used numerical label 
would, as pointed out earlier, be likely to engender the same feeling. 
Nonetheless, the Commission believes that some of the concern about 
dehumanization could be diminished if government agencies and private 
organizations would examine the circumstances under which they request 
an individual’s SSN, and continue only those in which the SSN furthers a 
legitimate and valid record-keeping purpose. . 


RECOMMENDATIONS 


Although the Commission’s mandate merely states that it may 
“research, examine, and analyze” the use of the Social Security number and 
other identifiers, its inquiry led it to conclude that some minor revisions to 
existing Federal policy on the use of the Social Security number are 
desirable. The Commission’s recommendations and underlying rationale are 
set forth below. 


SECTION 7 OF THE Privacy ACT 


The Commission considered—and rejected—the idea of recommend- 
ing repeal of Section 7 as it currently applies to Federal, State, and local 
government agencies. Although it does believe that, like any restrictions on 
the collection and use of the SSN, Section 7 does not address the complex 
problem of permissible exchanges and disclosures of records, the Commis- 
sion recognizes that Section 7 may be somewhat successful in alleviating 
citizens’ concerns about the “dossier-building” capacity of government. 
Accordingly, the Commission recommends: 


Recommendation (1): 


That Section 7 of the Privacy Act be retained for government 
agencies. 


Although the Commission does not believe that legal restrictions on 
the collection or use of the SSN should be made to apply to private 
organizations, it recognizes that private organizations are in many cases 
willing to respond to inquiries by customers and employees regarding 
whether the organization requires the disclosure of the SSN, and how it will 
be used and disclosed. To the extent that private organizations respond to 
such specific inquiries, such information may permit a concerned individual 
to determine whether the drawbacks he perceives in giving the SSN 
outweigh the potential benefits, and thus whether he wishes to continue to 
do business with a company or to take his business elsewhere. 

Individuals cannot exercise a similar option with respect to govern- 
ment agencies—there is generally only one government agency with which 
an individual can “do business”—and thus limitations on the collection of 
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the SSN by government agencies are appropriate even though the 
Commission considers them to be inappropriate for the private sector. 


EXECUTIVE ORDER 9397 


The Commission also recommends: 


Recommendation (2): 


That the President amend Executive Order 9397 (November 30, 
1943, 8 Federal Register 237, an order directing Federal agencies to 
use the Social Security account number when establishing a new 
system of permanent account numbers) so that Federal agencies may 
not, as of January 1, 1977, rely on it as legal authority by which to 
create new demands for the disclosure of an individual’s SSN. 


Executive Order 9397, issued in 1943 by President Roosevelt, provides 
in part as follows: 


Whereas certain Federal agencies from time to time require in 
the administration of their activities a system of numerical 
identification of accounts of individual persons; and. . . 

Whereas it is desirable in the interest of economy and orderly 
administration that the Federal Government move towards the use 
of a single, unduplicated numerical identification system of 
accounts and avoid the unnecessary establishment of additional 
systems; 

Now, therefore, . . . it is hereby ordered as follows: 

I]. Hereafter any Federal department, establishment, or 
agency shall, whenever the head thereof finds it advisable to 
establish a new system of permanent account numbers pertaining to 
individual persons, utilize exclusively the Social Security account 
numbers... . 


This order has been cited by some Federal agencies as the legal authority 
permitting them to compel an individual to disclose his SSN to them, 
especially in cases in which no more specific legal authority for compelling 
SSN disclosure exists. Section 7 of the Privacy Act appears to suggest that 
government agencies need specific legal authority to support a request for 
SSN disclosure, rather than authority of general applicability such as that 
contained in E.O, 9397. Thus, to the extent that Federal agencies interpret 
E.O. 9397 as sufficient authority to establish requirements for collection of 
the SSN, the intent of Section 7 js undermined. 

The Commission believes that Federal agencies should no longer be 
able to rely on E.O. 9397 as authority for new requests for SSN divulgence. 
In order to minimize the disruption that outright repeal of the order would 
cause, however, the Commission believes that agencies that cited it as the 
basis for their requests for the SSN prior to January 1, 1977 should be able to 
continue to do so. If the Commission’s recommendation were adopted, any 
Federal agency that wishes to Support a demand for the SSN after that date 


CamScanner 


The Social Security Number 617 


would have to seek specific legal authority from the Congress unless some 
other specific authority is otherwise available to them. 

This means that if an agency had cited E.O. 9397 as authority to 
require disclosure of the SSN for one purpose prior to January 1, 1977— 
such as personnel record keeping—it could not cite the executive order as 
authority for collecting the SSN for a new purpose—such as indexing 
records about individual contractors—after January 1, 1977. Because 
Section 7 of the Privacy Act currently requires Federal agencies to tell 
individuals under what legal authority they are soliciting the SSN, a record 
of the agencies citing E.O. 9397 as authority, and the purposes for which 


they requested the SSN pursuant to it, already exists and could be used in 
enforcing this recommendation. 


MONITORING AND FURTHER STUDY 


The Commission recommends: 


Recommendation (3): 


That the independent entity recommended by the Privacy Commis- 
sion monitor the use of the SSN and other labels by private 
organizations and consider the desirability and feasibility of future 
restrictions on the use of the SSN and other labels for identification 
and authentication purposes. 


Although the Commission does not believe that legal restrictions on 
the collection or use of the SSN by private organizations are appropriate at 
this time, it realizes that the use of the SSN may be a source of continuing 
public concern. The Commission hopes that as legislatures, public agencies, 
and private organizations take steps to apply its recommendations regarding 
the proper uses of records about individuals, this concern will diminish. If 
the independent entity recommended by the Commission"! is created by the 
Congress, it could, however, continue to monitor the use of the SSN by 
private organizations and recommend legislation if at any point it seemed to 
be warranted. 


STANDARD UNIVERSAL LABEL 


Finally, the Commission recommends: 


Recommendation (4): 


That the Federal government not consider taking any action that 
would foster the development of a standard, universal label for 
individuals, or a central population register, until such time as 
significant steps have been taken to implement safeguards and 
policies regarding permissible uses and disclosures of records about 
individuals in the spirit of those recommended by the Commission 





11 See Chapter I for a discussion of this recommendation. 
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and these safeguards and policies have been demonstrated to be 
effective. 


Here as elsewhere, the Commission stresses the need to adopt policies 
regarding the permissible uses and disclosures of records about individuals, 
and in other chapters of this report the Commission has made recommenda- 
tions regarding what the permissible uses and disclosures should be in a 
number of record-keeping areas. These recommendations address the 
substantive issues of record use and exchange and their adoption would 
more effectively deal with these issues than would restrictions on the use of 
the SSN. 

At the same time, however, there is currently much debate about the 
need to develop foolproof methods of identification in order to deter 
fraudulent uses of standard documents widely used for identification and 
authentication purposes, such as drivers’ licenses and Social Security cards. 
The Commission recognizes that such use of identification documents 
imposes a heavy cost on industry, government, and society as a whole, but 
also recognizes that the development of improved identity documents is 
often viewed as inconsistent with America’s tradition of civil liberties. The 
conflict would become especially acute if a standard universal label were 
linked to a central population register that maintained records of not only 
the name and label of each individual, but also his current address, and 
much more so if such location data were freely available to government 
agencies and private organizations. Such a central population register could 
be created anew, or an existing record system—such as one maintained by 
the Social Security Administration—could serve as such a register. 

Because of this potential conflict, the Commission believes that any 
consideration of a standard universal label and of a record system 
approximating a central population register, should be postponed until 
society, through its legislatures, has made significant progress in establishing 
policies to regulate the use and disclosure of information about individuals 
collected by both private organizations and government agencies, and until 
such policies are shown to be effective. 

The Commission sees a clear danger that a government record system, 
such as that maintained by the Social Security Administration or the 
Internal Revenue Service, will become a de facto central population register 
unless prevented by conscious policy decisions. Therefore, Recommendation 
(4), above, means also that the Federal government shouid act positively to 
halt the incremental drift toward creation of a standard universal label and 
central population register until laws and policies regarding the use of 
records about individuals are developed and shown to be effective. 
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Epilogue 

This report has called for a national policy to guide the way public and 
private organizations make, use, and disclose records about individuals. It 
looks toward a national policy on personal-data record keeping that 
minimizes intrusiveness, maximizes fairness, and defines obligations with 
respect to the uses and disclosures that will be made of recorded information 
about an individual. It does not address many privacy protection problems 
that have been the focus of legal controversy during the last decade. It is not 
concerned with wiretapping, abortion, or the advertising and sale of 
contraceptives. Nor does it specifically address misleading publication and 
defamation, actions that form the heart of the torts of privacy and libel. 
While the constitutional questions raised by specific court cases helped to 
direct the Commission’s inquiry, the study and deliberations culminating in 
this report had a broader context. 

The Commission has not been concerned simply with limiting 
government actions that impinge on personal privacy. Recognizing that 
private institutions have also become big enough and powerful enough to 
diminish personal privacy, many of the problems the Commission has 
addressed stem from actions of private organizations. Throughout the 
report, the Commission has tried to fashion a structure within which privacy 
protection problems of a nongovernmental nature can be considered and 
balances between the interests of the individual and the needs of social and 
economic organizations can be achieved. Although the framework the 
Commission offers provides for continuing attention to privacy issues from 
a broad public-policy perspective, it relies at its base on strengthening the 
social relationships between individuals and record-keeping organizations 
by articulating enforceable rights and responsibilities. This reliance grows 
from the realization that the intrusiveness, unfairness, and unrestricted 
disclosure characteristic of so much organizational record keeping today is 
largely the result of weaknesses in the relationship between the individual 
and those who need to know intimate details of his life. 

The Commission recognizes the delicate nature of the balance of 
interests it has sought to achieve. It is aware that information is emerging as 
a basic currency of social, political, and economic relationships in American 
society. Thus, as information continues to become more valuable, public 
and private organizations may increasingly argue that the impact of 
allowing individuals to participate in deciding what organizations do with 
personal information are greater than society can bear. Rather than 
expecting organizations to justify their activities, the individual may have to 
bear the burden of justifying any restrictions on the collection, use, or 
disclosure of the information they keep about him. 
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The Commission’s studies made it quite clear that developments in 
computer and telecommunications technology provide both the means and 
the impetus for the creation of information services that challenge 
assumptions implicit in existing law and regulation. In many of the chapters 
of this report, there is evidence that the lines that historically have separated 
record-keeping relationships can be blurred—easily, rapidly, and unobtru- 
sively. The advent of compliance monitoring in public assistance programs 
and the merging of that function with more traditional law enforcement 
roles is one example. The expansion of the employee-employer relationship 
to include insurance and medical-care relationships is another. As the lines 
demarcating the record-keeping relationships individuals have with organi- 
zations blur, new balances between the individual’s interest and the 
organization’s must be forged. 

To understand the focus and direction of the Commission’s work, one 
must appreciate the moment in time at which this report is written. Portions 
of the area of public-policy concern labeled “privacy” have been charted; 
fundamental questions, such as the individual’s relationship with govern- 
ment, have been recast. The Commission took this earlier work into account 
in framing its recommendations, but believes it has also presented a 
Structure within which protections for personal privacy can be greatly 
strengthened. 

Nonetheless, the Commission’s resolution of particular issues should 
not be taken as answers for all time. Though the structure proposed for 
resolving problems is designed to survive, changes in technology and social 
organization may by-pass particular solutions recommended in this report. 
As long as America believes, as more than a matter of rhetoric, in the worth 
of the individual citizen, it must constantly reaffirm and reinforce its 
protections for the privacy, and ultimately the autonomy, of the individual. 
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Hearings of the Privacy 
Protection Study Commission 


Mailing Lists 
NOVEMBER 12, 1975 


° Robert DeLay, President; Gilbert Weil, Counsel; Celia 
Wallace, Vice President; Direct Mail/Marketing Association, 
Inc. 

° Gary Beller, General Counsel; J. M. Stetler, Vice President, 
Card Division; American Express Company 

° Louis Kislik, President, Publishers Clearing House, on behalf 
of Associated Third-Class Mailers 

° Julian W. Haydon, Vice President, General Manager, Mar- 
keting Services Division; John M. O’Hara, Vice President, 
General Counsel; R.L. Polk Company 

® Herbert E. Gertz, Data Base Director, Marketing Division; 
William M. Buchanan, Jr., Vice President, Secretary, and 
General Counsel; Reuben H. Donnelley Company 

° Leo Gans, President, National Business Lists, Inc. 

e Richard Krieger, Chairman, Mail Order and Book Club 
Division, Association of American Publishers, Inc. 

° Henry Turner, Vice President and Circulation Director, The 
McCall Publishing Company, and Chairman, Circulation 
Committee, MPA, on behalf of Magazine Publishers Associa- 
tion 

- © Louis Haugh, Senior Editor, Advertising Age Magazine 


DECEMBER 10, 1975 


° Robert Ellis Smith, Editor, Privacy Journal 

° David Cohen, President; Jack Fieldhouse, Director of Mem- 
bership for Field Organization; David Dawson, Treasurer and 
Director of Mail Operations; Robert Myer, Budget Control 
Director; Common Cause 

e Dennis Bates, Director, Minnesota Privacy Commission 

e Richard A. Viguerie, President, Richard A. Viguerie Company, 
Inc. 
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Richard Spring, Driver Services Administrator, Virginia 
Department of Motor Vehicles 

John G. Lancione, Attorney, Spangenberg, Shibley, Traci, 
Lancione, and Markus, Cleveland, Ohio 

Roger M. Craver, President, Craver Company 

William B. Walsh, Director, Project HOPE 


DECEMBER I1, 1975 


Robert Jordan, Director, Product Management; George C. 
Davis, Assistant General Counsel for Consumer Protection; 
John Ventresco, Law Department; Stanley Mires, Law 
Department; U.S. Postal Service 

Meade Emory, Assistant to the Commissioner; James Owens, 
Deputy Commissioner, Accounts Collection and Taxpayer 
Service; U.S. Internal Revenue Service 

Joan Manley, Group Vice President, Publisher, Book Divi- 
sion; Kelso Sutton, Vice President, Magazine Circulation; 
John Diamond, Law Department; Time, Inc. 

Edward J. Bride, Vice President, ComputerWorld Magazine 
Harold Oram, Consultant on Fundraising, Oram International 


Credit Cards and Reservation Systems 


FEBRUARY 11, 1976 


Dee W. Hock, Jr., President, National BankAmericard, Inc. 
John W. Reynolds, President, Interbank Card Association 

J. M. Stetler, Vice President; Gary Beller, Counsel; American 
Express Company 

Kenneth Larkin, Senior Vice President; Susan L. Hedemann, 
Counsel; Bank of America 

Jeremiah S. Gutman, on behalf of American Civil Liberties 
Union 

Richard W. Selberg, Vice President, The Bank of California; 
Harold Bachrach, Chase Manhattan Bank; Howard E. 
Weston, Vice President, Washington Trust Company; Tho- 
mas J. McClaine, Vice President, National Bank of Green- 
wood; John Hines, Vice President, United Bank and Trust 
Company; Drew Tidwell, Legislative Representative; all on 
behalf of Consumer Bankers Association 

Roland Brandel, Counsel, Western States Bankcard Associa- 
tion 

Anthony P. Nicholas, Vice President; Robert Malley, Coun- 
sel; Citibank 

H. Randolf Lively, Director of Public Affairs, General Credit 
Office, Sears, Roebuck Company 
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FEBRUARY 12, 1976 


¢ The Honorable Bella Abzug, U.S. Representative, New York 
©e — William Caming, Counsel, American Telephone and Telegraph 
Corporation 
e Frederick Soloman, Director, Office of Saver and Consumer 
Affairs, Federal Reserve Board 
e Christian S. White, Assistant Director, Division of Special 
Statutes, U.S. Federal Trade Commission 
* Rudolph J. Megaro, Manager, Retail Credit System; Herbert 
Birenbaum, Counsel; Atlantic Richfield 
Sumpter T. Priddy, Jr., President, Virginia Retail Merchants 
Association; Milton Schafer, Counsel, ARF; James Burke, 
Vice President, Credit Division, Aldens, Inc.; all on behalf of 
American Retail Federation (ARF) 
J. Keith Brooker, Assistant Credit Manager; George Gordon, 
Jr., Counsel; J.C. Penney Company, Inc. 
Charles H. Reynolds, Jr., President, Reynolds Brothers, Inc.; 
Jack Reid, Director, Credit Operations, J.L. Hudson Compa- 


ny; Sheldon Feldman; all on behalf of National Retail 
Merchants Association 


FEBRUARY 13, 1976 
e Max Hooper, Assistant Vice President, Data Processing and 

Communications Services; Jeffrey Denay, Corporate Legal 

Staff; American Airlines 

Theodore R. Trentler, Director of Reservation and Ticket 

Offices; Audrey Goldberg, Assistant Counsel; Pan American 

World Airways, Inc. 

Bruce G. Curry, Division Vice President; Charles A. Bovino, 

Counsel; Hertz Corporation 

Marco Armani, President; Lee Thornton, Assistant Vice 

President in Charge of Operations, Field Office; Hilton 

Service Club Corporation 

Edward Pritchard, Director, Reservations and Communica- 

tions; Richard Braverman; Sheraton Hotels (I TT) 


Federal Tax Return Confidentiality 

Marcu 11, 1976 
° The Honorable Donald C. Alexander, Commissioner; David 
E. Dickinson, Technical Advisor to Chief Counsel; James J ; 
Keightley, Assistant Director for Disclosure Division, Chief 
Counsel; Charles A. Gibb, Chief, Disclosure Staff; Frank 
Malanga, Research and Operations Analysis Division, Plan- 


ning and Research; Meade Emory, Assistant to the Commis- 
sioner; U.S. Internal Revenue Service 
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° The Honorable Harold Tyler, Deputy Attorney General, U.S. 
Department of Justice 

e Vincent Barabba, Director; Daniel B. Levine, Associate 
Director for Demographic Fields; Theodore Clemence, Plan- 
ning and Programs Officer; U.S. Bureau of the Census 

° Stanley Sporkin, Director, Division of Enforcement; Paul 
Gonson, Associate General Counsel; Ira Pearce, Special 
Counsel; David Romanski, Assistant General Counsel; 
Charles Learner, Branch Chief, Division of Enforcement; 
Securities and Exchange Commission . 

° Sheldon Cohen, former Commissioner, Internal Revenue 
Service 

* Robert Lewis, General Counsel; Jay C. Shaffer, Attorney; 
U.S. Federal Trade Commission 

° Aryeh Neier, Executive Director, American Civil Liberties 
Union , 

° Sherwin P. Simmons, Trenam, Simmons, Kemker, Scharf and 
Barkin, Tampa, Florida, and Chairman, Section of Taxation, 
ABA; Mac Asbill, Jr., Sutherland and Asbill; both on behalf 
of American Bar Association (ABA) 

° David B.H. Martin, Research Director, Administrative Confer- 
ence of the United States 


Marcu 12, 1976 


° The Honorable Lowell Weicker, U.S. Senator, Connecticut 

° William Penick, Chairman, Division of Federal Taxation; 
Gene Holloway, Chairman, Special Task Force on Privacy 
Disclosure; John Gilbert, Chairman, Committee on Tax 
Administration; Joel Forester, Director, Tax Division; all on 
behalf of American Institute of Certified Public Accountants 

¢ Thomas McFee, Deputy Assistant Secretary for Management 
Planning and Technology; Louis Hays, Deputy Director, 
Office of Child Support Enforcement, Social and Rehabilita- 
tion Service; A. Robert Trazzi, Privacy Coordinator, Social 
Security Administration; U. S. Department of Health, Educa- 
tion, and Welfare 

° Edgar Lindley, Commissioner, Ohio Department of Taxation; 
Richard E. O’Brien, Chairman, Tax Committee, Ohio Munici- 
pal League and Commissioner of Taxation, City of Toledo; 
John R. Urban, Administrator, Regional Income Tax Agency; 
Oscar Q. Kniceley, Income Tax Administrator, City of 
Cleveland 

* James H. Tully, Jr., Commissioner, Department of Taxation, 
New York 

° Owen L. Clarke, Chairman, Board of Trustees, Federation of 
Tax Administrators, and Commissioner of Corporate Taxa- 
tion, Commonwealth of Massachusetts; Leon Rothenberg, 
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Executive Secretary, NATA; both on behalf of the National 
A ssociation of Tax Administrators (NATA) 

Marion Lawless, Assistant Bureau Chief, Florida Department 
of Revenue 

Daniel Smith, Administrator, Income, Sales, Insurance, and 
Excise Taxes, State of Wisconsin 
Louise Brown, Tax Reform Research Group 

James D. Smith, Professor of Economics, Pennsylvania State 
University 


Depository and Lending Institutions 
1976 


Raymond R. Nelson, Vice President; John J. Higgins, 
General Counsel’s Staff; General Motors Acceptance Corpora- 
tion 

James Browne, President; Ralph Fenza, General Counsel; 
Dominick Sensa; Regional Director; FinanceAmerica Corpo- 
ration 

Robert Walker, Vice President and Associate Corporate 
Counsel; Joseph P. Coriaci, Vice President and Cashier; 
Joseph W. Saunders, Personal Banking Officer; James A. 
Matthews, Vice President; Continental Illinois National Bank 
and Trust Company 

William Evenson, Vice President and Staff Counsel, Bank of 
Virginia Company | 

Roger Jewett, Director; Sheri Cole, Associate; TRW-Validata 
Systems . 

Lucille M. Creamer, Senior Vice President, Bayview Federal 
Savings and Loan Association; John C. Rasmus, Legislative 
Research Counsel, U. S. League of Savings Associations; both 
on behalf of U.S. League of Savings Associations 

June Majors, Manager, Western Electric Employees Credit 
Union; Arthur Samson, General Manager, Defense Mapping 
Federal Credit Union; Sharon Campbell, Counsel, Credit 
Union National Association; all on behalf of Credit Union 


National Association 
Michael Savage, Director, Office Management Systems, 
r Housing Production, 


Office of the Assistant Secretary for I roduct! 
Mortgage Credit, and Federal Housing Administration, 
Burton Bloomberg, Assistant General Counsel for Adminis- 


trative Law and Financial Affairs; Harold Rosenthal, Depart- 
mental Privacy Act Officer; Thomas Weaver, Director, Single 
Family Mortgage Credit Division, Office of Underwriting 
Standards, HPMC; U. S. Department of Housing and Urban 


Development 
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APRIL 22, 1976 


¢ Stephen Ege, Attorney; Franklin Wright, Advisor; Robert 
Thompson, Special Assistant; Management Systems and 
Administration; Federal Home Loan Bank Board 

° Robert Haydock, Bingham, Dana, and Gould, Boston, 
Massachusetts 

° Frederick Soloman, Assistant to the Board, and Director, 
Office of Saver and Consumer Affairs; Board of Governors; 
Warren Swaney, Legal Division; Elliot McEntee, Division of 
Federal Reserve Bank Operations; U.S. Federal Reserve 
System 

° Charles E. Marson, Legal Director, Civil Liberties Union of 
Northern California 

° Singleton Wolfe, Assistant Commissioner, U. S. Internal 
Revenue Service 

¢ The Honorable James J. Featherstone, Deputy Secretary; Mr. 
Robert Stanky; Mr. Robert MacBrian; U. S. Department of 
the Treasury 

° Harold R. Arthur, Vice President and Cashier, Wells Fargo 
Bank of North America; Robert Fabian, Sullivan, Roche, 
Johnson, San Francisco, California; both on behalf of 
American Bankers Association 


May 20, 1976 


° Donald L. Boudreau, Senior Vice President, Chase Manhattan 
Bank, N.A. 


Insurance Institutions 


May 19, 1976 


° Robert S. Seiler, Vice President and General Attorney, 
Allstate Life Insurance Company; Charles N. Walker, Vice 
President, New England Mutual Life Insurance Company; 
Robert W. Blevins, Senior Vice President, Southland Life 
Insurance Company; A. Douglas Murch, Senior Vice Presi- 
dent, Prudential Life Insurance Company; William H. 
Creamer, III, Vice President New York Life Insurance 
Company; Thomas F. McDermott, Vice President, Metropol- 
itan Life Insurance Company; Jack M. Bernard, Vice 
President, Colonial-Penn Life Insurance Company; all on 
behalf of American Life Insurance Association 
David J. Blackwell, Vice President; A. Peter Quinn, Executive 
Vice President and General Counsel; Adolph Jakobek, 
Underwriting Secretary; Massachusetts Mutual Life Insurance 
Company 
John Petraglia, Director of Underwriting; Myles R. Tashman, 
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May 20, 


Assistant Vice President; New York Savings Bank Life 
Insurance Company 

Charles G. Katibian, Executive Vice President, Connecticut 
Savings Bank Life Insurance Company 

Jerome E. Bolin, President, Abraham Lincoln Insurance 
Company 


Neil M. Day, Executive Director and General Counsel, 
Medical Information Bureau 


1976 


Jerome S. Beigler, M.D., on behalf of American Psychiatric 
Association Committee on Confidentiality 

Benjamin Lipson, President, The Benjamin Lipson Insurance 
Agency 

Sheila M. Smythe, Senior Vice President, Operations, New 
York Blue Cross Plan; Gerald J. Duffy, Vice President, EDP 
and Telecommunications Services, Blue Cross Association; 
Daniel Lewis, Senior Vice President, Florida Blue Shield 
Plan; Marshall Crawford, Legal Division, National Associa- 
tion of Blue Shield; all on behalf of Blue Cross - Blue Shield 


Angele Khachadour, Chief Counsel, Department of Insurance, 
State of California 


David G. Taylor, Deputy 
State of Illinois 

J. Robert Hunter, Acting Federal Insurance Administrator, 
Federal Insurance Administration; Howard Clark, Special 


Assistant to the Administrator; U.S. Department of Housing 
and Urban Development 


Director, Department of Insurance, 


May 21, 1976 


Russell G. Press, Jr., Secretary, Property/Casualty, Govern- 
ment Affairs, and Law Division; Hale C. Reed, Vice Presi- 
dent, Casualty/Property Personal Lines Department; George 
R. Cretney, Second Vice President, Casualty/Property Claim 


- Department, The Travelers Insurance Companies; Jules H. 


Marckmann, Vice President; Richard M. Sargent, Jr., Vice 
President, The Chubb Group of Insurance Companies; all on 
behalf of American Insurance Association 

Richard E. Dunkley, H. L. Rust Company 

William E. Cassidy, Vice President, A. H. Baker and Company 
Frank Patterson, President, Patterson and Associates 

James McTurnan, Vice President, MFA Mutual Insurance 
Company 

James M. Tulloch, President; Walter Bjork, General Counsel; 
Dairyland Insurance Company 
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° Bradley D. Kirk, Vice President, Systems and Data Process- 
ing, Nationwide Mutual Insurance Company 

. Robert V. McGowan, President, R.V. McGowan Insurance 
Agency, and former President of the National Association of 
Mutual Insurance Agents; Wayne Naugle, President, Naugle 
Insurance Agency, Inc., Vice President, National Association 
of Mutual Insurance Agents, and Chairman, Federal Legisla- 
tion Committee, on behalf of National Association of Mutual 


Insurance Agents J 
e Bernard L. Hines, Jr., Vice President, American Insurance 
Association 
° James F. Ahearn, Director, /nsurance Crime Prevention 
Institute 
Medical Records 
JUNE 10, 1976 


* Marian Mlay, Acting Director, Office of Policy Development 
and Planning, Office of the Assistant Secretary for Health; 
Dorothy P. Rice, Director, National Center for Health 
Statistics; U.S. Department of Health, Education, and Welfare 

. Dr. John Dooley, on behalf of California Medical Association 

° Dr. E. Martin Egelson, Manager, Division of Medical 
Services; Mary Converse, Senior Staff Specialist; American 
Hospital Association 

¢ Andrew Bailey, Director, Medical Record Department, 
Stanford University Hospital 

° Mary-J Waterstraat, Executive Director, American Medical 
Record Association 

e Dr. John D. Porterfield, Director, Joint Commission on 
Accreditation of Hospitals . 

¢ Dr. Joseph F. Boyle, member, Board of Trustees; John A. 

Krichbaum, Assistant Director, Legislative Department; on 
behalf of American Medical Association 

° Dr. Sidney M. Wolfe, Director, Public Citizen Health Research 
Group 

° Dr. Charles Lewis, Director, Health Services Research Center, 
University of California at Los Angeles 

° Dr. Lester Breslow, Dean, School of Public Health (UCLA), 
on behalf of the American Public Health Association 


JUNE 11, 1976 


° Frances Hornstein, Co-Director, Feminist Women’s Health 
Center 

° Dr. Maurice Grossman, Department of Psychiatry, Stanford 
University School of Medicine 

° C. Donald Hankin, Senior Vice President, Occidental Life of 
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California, Chairman, CMA Joint Committee on Confiden- 
tiality of Medical Information, on behalf of California Medical 
Association (CMA) 

° Dr. Catherine E. Rosen, Director, Research and Evaluation, 
Northeast Georgia Community Mental Health Center 

° Dale Tooley, District Attorney; Peter Bornstein, Deputy 
District Attorney; Denver, Colorado 

° Patrick Lynch, Attorney, Department of Preventive Medicine 
and Public Health, Creighton University School of Medicine 

° Dr. Richard E. Sedlack, Chairman, Coordinating Committee; 
Robert Moore, Jr., General Counsel; Dr. Leonard Kurland, 
Chairman, Department of Epidemiology and Medical Statis- 
tics; Mayo Clinic 

° Charles G. Collins, President; Alexander Ratco; Micro 
Reproduction Services, Inc. 


JULY 20, 1976 


* The Honorable Marjorie Lynch, Under Secretary; Thomas 
McFee, Deputy Assistant Secretary for Management Plan- 
ning and Technology; Edward Gleiman, Director, Fair 
Information Practice Staff; U.S. Department of Health, 
Education, and Welfare 

° Donald S. Fredrickson, Director, National Institutes of 
Health; Dr. Francis Neil Waldrop, Deputy Administrator, 
Alcohol, Drug Abuse and Mental Health Administration; Dr. 
Robert Dormer, Office of Director, National Institute of Drug 
Abuse; Dr. H. Bruce Dull, Director, Center for Disease 
Control; Dr. Faye Abdellah, Director, Office of Long-Term 
Care; Dr. Robert E. Streicher, Director, Center of Medical 
Services; Dr. Emery A. Johnson, Director, Indian Health 
Service; Dr. Michael J. Goran, Director, Bureau of Quality 
Assurance; U.S. Department of Health, Education, and Welfare 

e Dr. Harold Margulies, Deputy Administrator, Health Re- 
sources Administration; Dr. Melvin Blumenthal, Deputy 
Director, Program Policy, Bureau of Health Insurance; Jean 
Harris, Bureau of Health Insurance; Dr. Herbert L. Blumen- 
feld, Acting Chief Medical Officer, Bureau of Disability 
Insurance, Office of Program Operations; Social Security 
Administration, U.S. Department of Health, Education, and 
Welfare 

° Paul Willging, Deputy Commissioner, Medical Services 
Administration, Social and Rehabilitative Services, U.S. De- 
partment of Health, Education, and Welfare 

. Douglas Besherov, Director, National Center on Child Abuse 
and Neglect, Office of Human Developinent, U.S. Department 
of Health, Education, and Welfare 
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¢ Dr. E. Cuyler Hammond, Vice President for Epidemiology 
and Statistics, American Cancer Society 


JuLy 21, 1976 


° David O. Cooke, Deputy Assistant Secretary of Defense for 
Administration; William T. Cavaney, Executive Secretary, 
Defense Privacy Board; Herbert Hainer, Office of Assistant 
Secretary of Defense for Health Affairs; Captain L.T. 
Schaffner, Medical Service Corps, U.S. Navy; Major W.L. 
Augsburger, Medical Service Corps, U.S. Army; Lt. Col. 
James W. Johnson, Office of Judge Advocate, U.S. Air Force; 
Major Stuart S. Myers, Biomedical Sciences Corps, U.S. Air 
Force; Robert D. Seaman, Assistant Legal Counsel, Office of 
Civil Health and Medical Program for Uniformed Services; 
U.S. Department of Defense 

¢ Dr. Lawrence B. Hobson, Deputy Assistant Chief Medical 
Director for Research and Development, Department of 
Medicine and Surgery; R.L. Carpenter, Director, Administra- 
tive Services, Department of Veterans Benefits; Joseph L. 
Erwin, Chief, Policies and Procedures, Medical Administra- 
tion Services, Department of Medicine and Surgery; Ralph 
Smith, Director, Systems Development Services, Department 
of Veterans Benefits; John DeLeo, Assistant General Coun- 
sel; William F. Lelfrick, Attorney; Eugene O’Neill, Assistant 
Deputy Director, Policy and Planning; David Van Hooper, 
Hardware Manager, Target Systems, Department of Veterans 
Benefits; U.S. Veterans Administration 

¢ Dr. Vergil Slee, President, CPHA; Roland J. Loup, Data 
Quality Control Manager, CPHA; Edward B. Codd, Director, 
Research and Development, CPHA; George I. Tebbel, 
Partner, Ernst and Ernst; all on behalf of the Commission on 
Professional and Hospital Activities (CPHA) 


Credit Reporting and Payment Authorization Services 
AuGust 3, 1976 ! 


° The Honorable William Proxmire, Chairman; Ralph Rohner, 
Staff Counsel; Committee on Banking, Housing and Urban 
Affairs, United States Senate 

° James C. Millstone, Assistant Managing Editor, Sz. Louis Post 
Dispatch 

e Howard A. Slayback, President; David Slayback, Vice 
President, O’Hantion Reports, Inc. 

* — W. Lee Burge, President and Chief Executive Officer, Equifax 
Services, Inc.; R. N. Jones, President, Equifax Services, Inc.; 
and Jeffrey V. White, President, Credit Bureau Incorporated of 
Georgia 
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AuGust 4, 1976 


The Honorable Jake Garn, U.S. Senator, Utah 

Jeremiah S. Gutman, on behalf of American Civil Liberties 
Union 

John L. Spafford, President; D. Barry Connelly, Vice Presi- 
dent, Public Affairs/Public Relations, Associated Credit 
Bureaus, Inc.; Clarke Newlin, President, ACB Services, Inc.; 
Don Ogden, Credit Bureau of Monroe, Wisconsin; Glen 
Uffman, Credit Bureau of Baton Rouge, Louisiana; all on 
behalf of Associated Credit Bureaus 

Edward J. Brennan, Jr., Vice President and General Manager; 
Sheri L. Cole; Government Relations Staff; TRW Information 
Services Division, TRW Credit Data 

J. E. R. Chilton, III, Chairman of the Board; Van Smith, 
President; James Sutton, Counsel; Chilton Corporation 
Richard P. Erichson, President; Rene P. Daussin, Jr., Vice 
President; Credit Bureau Reports, Inc. 


AuGusT 5, 1976 


Hamilton B. Mitchell, Chairman of the Executive Committee; 
Harold T. Redding, Senior Vice President; Dun and Bradstreet 
Stephen S. J. Hall, Chief Executive Officer; Joshua Kalkstein, 
Corporate Counsel; Hooper-Holmes Bureau, Incorporated 

Mr. Michael Goldgar, Atlanta, Georgia 

Floyd Denee, Executive Vice President, Telecredit, Inc. 
Christian §. White, Assistant Director; Lee Peeler, Assistant 
to the Assistant Director, Division of Special Statutes; U.S. 
Federal Trade Commission 


Educational Institutions 


OcTOBER 7, 1976 


Dr. James Taylor, Deputy Superintendent; Merle Tracy, 
Director, Pupil Services and Attendance Branch; Richard W. 
Green, Chief Security Agent; David Bower, Director, Coun- 
selling and Psychological Services; Walker Brown, Principal, 
Van Nuys Senior High School; Owen Cornell, Principal, Utah 
Street High School; William Zazueta, Principal, Edison 
Junior High School; Dr. Dorothy Lyons, Director, Health 
Services; Dr. Everett Waxman, Legal Advisor; Los Angeles 
Unified School District 

Ms. Roberta Fiedler, Citizens Advisory Committee on Integra- 
tion 

Gigi Ray, Los Angeles, California 

Robert Feran, Los Angeles, California 

Stefan Jovanovich, J.D., Urban Policy Research Institute 
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° Rosa Lopez, Executive Director, Parent Education Center, 
Parents Involved in Community Action 

° Dr. Scott Gray, Assistant Superintendent; John Griffith, 
Director of Research; Daniel Nasman; San Diego Unified 
School District 


OcTOBER 8, 1976 


° Captain W. J. Riddle, Commander, Juvenile Services; Lt. 
Alfred R. Bongard; Investigator William Johnston, Juvenile 
Services Division; Los Angeles Police Department 

¢ Lt. Raymond Gott, Youth Services Bureau, Los Angeles 

Sheriff's Office 

Carole Thurston; Barbara Simons; Students Rights Center; 

American Civil Liberties Union 

Marilyn Kizziah, Los Angeles, California 

Ronald Vera, California Rural Legal Assistant 

Martin Flam, E/ Monte Legal Office 

Ernest Gutierrez, Los Angeles County, California 

Betty Lindsay, President, 3/st District, Parent-Teachers Asso- 

ciation, Los Angeles Unified School District 

° Alan F. Charles, Assistant Chancellor-Legal Coordinator, 
University of California, Los Angeles 

. Mayer Chapman, General Counsel; William Knight, Coun- 
sel; The California State University and Colleges 

e Dr. Catherine Fink, Assistant Dean for Student Affairs and 
Member, Admissions Committee, Medical School, University 
of California, Los Angeles 

¢ _ Judy Samuelson, Co-Director, University of California Student 
Lobby, University of California, Sacramento 


NOVEMBER 11, 1976 


° Keith Spalding, President, Franklin and Marshall College 

° Richard H. Francis, Staff Assistant, on behalf of National 
Association of Independent Colleges and Universities 

° Martin I. J. Griffin, Jr., Associate Dean, Yale College and 
Dean of Undergraduate Studies; James A. Mau, Associate 
Dean, Graduate School; and John B. Latella, Assistant Legal 
Advisor; Yale University 

° Gerald K. Bogen, Vice President for Student Affairs, Univer- 
sity of Oregon, representing the National Association of State 
Universities and Land Grant Colleges 

e L. Orin Slagle, Dean; Thomas White, Director of Law 
Programs; Ohio State University College of Law 

e Ralph Nader; Allan Nairn, Administrative Associate; Center 
for the Study of Responsive Law 

° Ms. Evelyn Schroedl, Assistant Registrar, Goucher College 
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William C. Spann, Associate Director of Registration and 
Records, University of Maryland 


NOVEMBER 12, 1976 


DECEMBER 


Robert Solomon, Executive Vice President; Ernest Anastasio, 
Director for Research Administration; Dwight H. Horch, 
Program Director of Financial Aid Program; Robert E. 
Smith, Acting Vice President; Thomas O. White, Director of 
Law Programs; John A. Winterbottom, Special Assistant, 
Office of the President; John Kramer, General Counsel; 
Educational Testing Service 

John R. Dilworth, Director, College Entrance Examination 
Board Systems . 

Frank Till, Director of Information Services, National Student 
Association 

Jo Ann Weinberger, Special Assistant to the Director, 
Research for Better Schools, on behalf of American Education- 
al Research Association 

Dr. Henry Shetterly, Director, Division of Public Services; 
William Riley; Special Assistant to the Superintendent; 
Montgomery County Schools 

Dr. Stuart Sandow, Associate, National Committee for Citizens 
in Education 

Thomas McFee, Deputy Assistant Secretary for Management 
Planning and Technology; Edward J. Gleiman; Director, Fair 
Information Practice Staff; and Steven N. Schatken, Chief of 
Special Services Branch, Education Division, Office of 
General Counsel; U.S. Department of Health, Education, and 
Welfare 


Employment and Personnel Records 
9, 1976 


Richard B. Stoner, Vice President; Ted L. Marston, Vice 
President of Personnel; F. J. Loughrey, Manager, Research 
Information Systems; Cummins Engine Company 

James Mazzi, District Two; John Morgan, Special Assistant 
to the President; Sharon Gorka; Communications Workers of 
America, AFL-CIO 

Edward A. Robie, Senior Vice President; Joseph J. DeGenna- 
ro, Executive Assistant; Edward S. Cabot, Assistant General 
Counsel; The Equitable Life Assurance Society of the United 
States 

Helen S. Lessin, Attorney-Advisor, Office of General Coun- 
sel, Law Enforcement Assistance Administration, U. S. Depart- 
ment of Justice 
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° Aryeh Neier, Executive Director, American Civil Liberties 
Union 

¢ John Morris, Consultant, Payroll Practices and Insurance 
Benefits; Christopher Barreka; Office of the General Counsel; 
General Electric Company 


DECEMBER 10, 1976 


° Walton E. Burdick, Vice President, Personnel Plans and 
Programs, /nternational Business Machines Corporation 

¢ John R. Lanahan, Assistant Comptroller-Systems; David D. 
Byrne, Assistant Director of Personnel; David Birch; Gene 
Nichols Simons; Clark L. Wagner; George L. Yoxall; Inland 
Steel Company 

° Robert J. Drummond, Jr., Director; Llewellyn M. Fischer, 
Associate General Counsel; Bureau of Personnel Investiga- 
tions, U. S. Civil Service Commission 

° Franklin A. Owens, Jr., Director, Maryland State Employment 
Service 

° Charles B. Farr, Manager of Personnel Relations; Charles R. 
Lotter; J.C. Penney Company, Inc. 


DECEMBER 16, 1976 


e  C. Hoyt Anderson, Director, Personnel Relations and Re- 
search Office; W. H. Corrigan, Manager, Security Depart- 
ment; A. W. Hanlon, Manager, Employment Practices and 
Programs Department and Labor Relations Staff; N. C. 
Kiefer, Supervisor, Administrative Analysis and Services; Dr. 
D. C. Laderach, Associate Medical Director, Medical Servic- 
es; Donald S. Martin, Personnel Relations Manager; Ford 

Motor Company 

¢ David Addleston, Deputy Director for Litigation, National 
Military Discharge Review. Project; Barton Stichman, Litiga- 

tion Counsel, Georgetown University Law Center 

° Frederick W. Oswald, Vice President, Personnel; Robert W. 
Keith; Vice President; Manufacturers Hanover Trust Company 

° John Fillion, General Counsel; Doris Siegner, Research 
Associate; United Auto Workers 


DECEMBER 17, 1976 


° Norbert Roberts, M.D., Medical Director, Exxon Corporation 

° Bruce W. Karrh, M.D., Assistant Medical Director, Medical 

. Division, E. J. Dupont de Nemours and Company . 

e Anthony Mazzocchi, Legislative Director, Oil, Chemical and 
Atomic Workers International Union 

e Daniel Steiner, General Counsel; Daniel Cantor, Director of 
Personnel; Harvard University 
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Robert E. Olsen, Director of Central Payroll, Personnel 
Operations; Edwin C. McManus, Staff Vice President, 
Employee Benefit Programs; Robert H. Murphy, Staff Vice 
President, Executive and Management Development; John 
W. Dale, Director of Industrial Security; Robert V. Under- 
wood, Director, Personnel Practices for West Coast O 
tions; Marilyn P. Maledon, Assistant General Co 
Rockwell International 

Constance L. Dupre, Associate General Counsel, U. S. Equal 
Employment Opportunity Commission 

Walter Davis, Special Assistant to the President, Retail Clerk’s 
International Union 


pera- 
unsel; 


Research and Statistics 


JANUARY 5, 1977 


Wray Smith, Director, Office of Technical Support and 
Statistics; Dr. Robert S. Slevin, Privacy Act Coordinator, 
N.F.H. Public Health Service; Thomas Jabine, Chief Mathe- 
matical Statistician, Social Security Administration; Dr. 
Robert S. Gordon, Jr., Special Assistant to the Director, 
National Institutes of Health; Robert Muggee, Assistant to 
the Director, National Center for Health Statistics; Darwin 
Stolzenbach, Manager, National Center for Education Statis- 
tics; Dr. John Michael, National Center for Education 
Statistics; U.S. Department of Health, Education and Welfare 
Vito Natrella, Director, Statistics Division; James Keightley, 
Office of Chief Counsel, Disclosure Division; Walter E. 
Bergman, Director, Research and Operations Analysis Divi- 
sion; U.S. Internal Revenue Service 

Dr. Lawrence B. Hobson, Deputy Assistant Chief Medical 
Division; Rufus Carpenter, Director, Administrative Services; 
Eugene O’Neil, Legal Consultant, Compensation and Pension 
Division; U. S. Veterans Administration 

Thomas Madden, General Counsel; Helen Lessin, Attorney, 
Advisor and Privacy Officer;.Carol Kaplan, Director, Securi- 
ty and Privacy Staff; Law Enforcement Assistance Administra- 
tion; U.S. Department of Justice 

David O., Cooke, Deputy Assistant Secretary of Defense for 
Administration; Kenneth Scheflen, Office of Manpower; Col. 
Aurelio Nepa, Jr., Defense Privacy Board; Col. Gary John- 
son, Office of Manpower and Reserve Affairs; Col. James 
Johnson, N.S.A.F. JAG.; Commander Paul Nelson, Naval 
Research Development Command; U.S. Department of De- 


fense 


Donald Keuch, Associate Commissioner, U.S. Department of 
Labor 
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¢ Joseph Duncan, Deputy Associate Director, U. S. Office of 
Management and Budget 


JANUARY 6, 1977 


° Geraldine Brubar, Senior Attorney; Robert Gellman, Attor- 
ney-Advisor, Office of the General Counsel; General Account- 
ing Office 

° Joseph L. Gastwirth, Chairman, American Statistical Associa- 

tion 

Robert F. Boruch, American Psychological Association 

N. J. Demerath, II, American Sociological Association 

David Flaherty, The Ford Foundation Study 

David M. Levy, Associate Director, National Legal Aid and 

Defender Association . 

° Eliot Friedson, Chairman, Department of Sociology, New 
York University 

° Arthur R. Miller, Professor of Law, Harvard University 

* Stanley Seashore, Professor of Psychology, University of 
Michigan 

: James D. Carroll, Professor, Syracuse University 

* Charles Knerr, Professor, University of Texas at Arlington 


Paul Nejelski, Assistant Executive Secretary, Connecticut 
Judicial Department 

e Irving Crespi, Vice President, Mathematica Policy Research 

. Edward Bryant, President, Westat Corporation 

° Kenneth Prewitt, Director, National Opinion Research Center 


Marshall Greenburg, Senior Vice President, National Analyst 


Public Assistance and Social Services 
JANUARY 11, 1977 


e David Levy, Associate Director, National Legal Aid and 
_ Defender Association . 

* Richard Weishaupt, Attorney, Philadelphia Community Legal 
Services 

° Gary Yoh, Acting Executive Director, Pennsylvania Legal 
Services Center 

‘ Barry Powell, Acting Deputy. Assistant Bureau Director for 
Operations, Supplemental Security Income; Robert Trazzi, 
Director, Division of General Policy, Office of Policy and 
Regulations; Bruce Dailey, Office of Operations Systems and 
Coordination, Office of Program Operations; Dale Anderson, 
Bureau of Supplemental Security Income; Paul Gasparotti, 
State Systems and Procedures Branch; Social Security Admin- 
istration, U.S. Department of Health, Education, and Welfare 

* Nancy M. Snyder, Director, Food Stamp Division, Food and 
Nutrition Service, U.S. Department of Agriculture 
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Jeffrey Kirsch, Staff Member, Food Research Action Center 
Ronald Lang, Director of Special Services; Dennis Erickson, 
Assistant Director of Special Services; Minnesota Department 
of Public Welfare 

Dennis Maher, Assistant County Attorney, Henepin County, 
Minnesota, Department of Welfare 

James Bryan, Counsel to the Special State Prosecutor for 
Health and Social Services, New York State 


- JANUARY 12, 1977 


Gloria Chevers, Director, Standards Department, Child 
Welfare League of America 

Max Waldgear, Deputy Commissioner, Department of Social 
Services, New York City 

Bernard Henault, Second Vice President; George Moore, 
Member of the Board; National Clients Council 

Paul Allen, Chief Deputy Director, Michigan Department of 
Social Services 

John Townsend, Assistant Commissioner for Coordination; 
Alton W. Ashworth, Jr., Director, Special Projects Bureau; 
Sherron L. Eberle, Planner, Advanced Technology and 
Systems Evaluation Division; Clifton Martin, Chief Adminis- 
trator of Social Services; Howard Smith, Director of Investi- 
gations; Frederick J. Biel, General Counsel; Ray Barron, 
Director, Parent Locator Service; Texas State Department of 
Public Welfare 

Maudine Cooper, Deputy Director, Washington Bureau, 
National Urban League, Inc. 

Delores Delahanty, Co-Chairman, Kentucky Commission on 
Computer-Stored Information and Personal Privacy 

Robert Cohen, Staff, National Association of Social Workers 
Dorothy Forney, Co-Founder and Member of the Board, 
National Welfare Fraud Association 

Carol Puleio, Deputy Director, Board of Welfare, Middlesex 
County, New Jersey 


JANUARY 13, 1977 


Steven Cole, Deputy Director, Center on Social Welfare Policy 
and Law 

Larry Bolton, Attorney, State Department of Benefits Pay- 
ments, Legal Affairs Division, California 

Peter Pennington, Acting Executive Director; William Atkin- 
son, General Counsel, Governor’s Council on Drug and Alcohol 
Abuse, Pennsylvania 

Nicholas Norton, Commissioner, Assistance Payments Ad- 
ministration; Dr. M. Keith Weikel, Commissioner, Medical 
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Services Administration; Michio Suzuki, Deputy Commis- 
sioner, Public Services Administration; Louis B. Hays, 
Deputy Director, Office of Child Support Enforcement; U. S. 
Department of Health, Education, and Welfare 

° Jerry Shroder, Director of Information Services, Community 
Council of Greater New York 


Investigative Reporting Agencies 
JANUARY 26, 1977 


° John S. Ammarell, Executive Vice President; James E. 
Hastings, Vice President, General Counsel; Warren W. 
Altmann, Director of Investigations; Wackenhut Corporation 

° Eugene Fey, Executive Vice President, Pinkerton’s, Inc.; 
Ralph McAfee, Counsel, Crevath, Swaine and Moore, New 
York, New York; both on behalf of Pinkerton’s, Inc. 

° John Duffy, President; Garris Distlehorst, Executive Director, 
National Council of Investigations and Security Services, Inc. 

¢ Sorrel Wildhorn, Senior Staff Member, Rand Corporation 
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See also Government access to personal records 
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Committee on Ways and Means .................ccscceeeeeeseees 559 
Committee on the Judiciary ...........cceecccssceeeeeeeeaeeeeeees 349 
Joint Committee on Taxation .........c.ccccescccceeesesccceeteccccscee, 5955 
Senate 
Committee on Finance ............cccccceseccccececeuseccceccceees 559 
Committee on the J udiciary, Subcommittee on Constitutional 
RIB DNS ..s gurciecniscnsdlivenststnsenadenti untanmvamedmnevanteetawecivs 239 
Select Committee on Intelligence Activites ............... 365, 390 
Constitution, U.S. 
BilOt RIP DIS 3's svisissrneveowinaceantutlceceat anes: mean 345, 346, 374 
COMMELCE CLAUSE: scitwsesavesvsenscssneanaessdioniiiisouneieiesinnccdswies 488 
BENIN Y sis iessiccsitntins suzanne idarnenadindecmiiaiotstisianubvisien™acdlotaccin 382 
First Amendment ............. fade Cpennadaed 21-24, 513, 514-515, 577 


Fourth Amendment . 7, 20, 345, 349, 352, 353, 354, 356, 363-364, 
367, 382, 391, 556 
Fifth Amendment . 20, 345, 349, 353, 364, 374, 375, 379, 382-383, 


556, 577 
Sinth: AMENAMIENE 4. seysstinecacatovaasnaniiinitsvediateautslcedeeedsd: cca 577 
Tenth Amendment. it... f0..c06c0)ebuadedecvieisldeoelosecccdecescstac. 29 
Fourteenth Amendment ............00cccccsseeeececeeeseeeeccccccs, 22, 488 
PHVACY 10 saiptnvasanwiessnasnienadust sion Jad adatovasleebaranes sca 3553" 391 
Spending Clause ............c.csssssssseessssesccnssecseesessedecesnecses. 488 
WEMATE CLAUSE init taonntaincemeni bil ethaslanse ssbdvcwadeseiupes teceict,« 488 


3 
Conviction Records ..... wie debicibinu duluaee waaay ures ceaeeenied 245, 246, 534-535 
Correction and amendment of records 
CIOUIE <etiiuscutenebeing pasties debi hae, ortiaSeares uae e's, 69-71, 98-99 
OUCAION 11 cousianedtvodsensute Ranbiegld wai senedvasiavelicesaasadaace 423-424 
electronic funds transfer .............ccccccceeessseeceeesceceeeecccccs., 122 
CUPIOVMIENS  sevnsicien'cs va scesiuitadonPeripivrannsedccstusadessedcacteag. 260-264 
BONETANLY sspusnsarescsaasvereccan eASiROENO a Lalas banareses 11, 13, 14, 18, 30 
MAS UTAIIGE aeivtin dsm audpaawiceuiess oansd Cacdamreni si loves cocecacas 204-208 
medical ....., Gaede ean rRSommmRs seeks peda vine enns olden lgavceac ... 299-303 
public assistance and social services .........00-cc0ecccceceeceec-s. 469-47] 
Cost of protecting privacy .........cccessccessceesees. 12, 21; 27, 31, 35; 33] 
Credit, definition of 
CIOREA CHG scrssmpsusctnundaseaigictviaseasiaravescathaniceelerciecaicusceciseace 4] 
OPCHGIG pssissrisignnainantaniaieyanatcopvudtvotel seskesuivcesiratietcebessenceh 41 
Credit Bureau of Greater Houston ....00...ceeecceeeccecccccccc 55-56 
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confidentiality Of records ..........sscsssscsccscscsssscessesecesseecese 86-87 
gemerally ......sceeseeseeeeeeseeeseeseeee eee eeeeeeney 9, 10, 12, 42, 55-65 
inaccuracies in PEC cisnensrninpoasivadnnccitinmasaaiativsBsewaoucesia 80-82 
OPSLALIONS: ciarsarscwessavaswrisn tener aisnusavads nerd sneiicavienssedecanenssacs 59 

Crédit BUTCAU ING: sevanisrcrcanssasescass suvesenarsseseneyecunsnecsvavevegwocs 55-56 

Credit Card Authorization Service ................ccccceeseececeececcen 11, 44-46 

Credit Card Issuer Survey ississsscssccisssssdeccrsvecdaccssosniccsees 54-55, 357 

Credit grantors 
Confidentiality OF TECOPAS o.icsissesscesdtsssdsceievesscsndececeesdiveracees 85 
RVCCIECald ISSUET 5 ictasesdicsuecssanmariveeciascadieenines 5, 20, 41, 45, 46 
disclosure of records to governMent ............sceceeseceeceeeeee sees 52-55 
disclosure of records to support organizations ............. 47-52, 83-84 
PORGIANY sx sinned siessiintenieaans seve 9, 10, 11, 16, U7, 21, 38, 42-55., 66 
Quality control im record Keeping sassoicsscdnasaxecusnessewncneemenicss 60-62 


See also Access by individuals to records, Adverse decisions, Authori- 
zation of disclosure, Confidentiality, legitimate expectation of, 


Fairness in record keeping, Investigative reporting agencies 
Credit guide, definition of 


sn SiiiRe atic eactlecoumbenennesauiains fonakcamanonneaeeiiy! 58 
Credit reports. See Credit bureaus, Investigative reporting agencies 
CLOUIEMMIONG sis svstansnssanchlotionipts citoateasabadene deems emincalsunn ies 101-105 
Criminal Justice Information Systems .............:.:eceseeeeeeeeeenenes 534-536 
Cumitiins Engine Company cccsssensacsanccnnnsasincsmincerisentervaeresters 235 
Damages . 

ROMNETAL sa snteennsinaisniagenvanet as veeu'nyy greta ova d demousibnuscnasy/sailes 530-532 
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Special .......cvregisseedeneteeeennacseetenessecnceceseneseenecessnseeens 530-532 
Day, Neil M. ......ccceecceseeeeeseeeeeeeeneseeeeeeeseeeeeeeeaeeesteneeeesees 166, 161 
Defamation: wacicnccsaccuasndncaunrenertiusiqet vansst cen seeangesn 22, 28, 30, 530 
Detiver; Colorado Grand Jurys t.. «..ceis<seasivyenguyssvecevacdbits csmsantens 285 
Depository and Lending Institutions Hearings ...............:0:eseeesereees 349 
Depository ATS TIO US on scdwdisa tases fagcddendascbnioan so Seahieneesoecas 18, 20, 38 


See also Banks, commercial, Savings and loan associations 
Depository institution records. See Bank records, Bank Secrecy Act, 
Checking account records, Savings account records 


Diréct-mail advertising ...........:cceeseeeenseeeeseeteeeeesaaeeeeeeeeeeeeaeeees 125 
Direct-mail marketing. See Mailing lists 
Direct-Mail Marketing Association (DMMA) ..............+++- 141, 145-146 
Directory information ..........c:seceeeeeeeseeeeeeeeeeeeenaees 26, 270, 272, 440 
Donaldson vy. United States .cccccccccccccnncennnceenneeenee enna enneeeeen eng eneens 360 
Douglas, William O. ..........ccccsccsesessecessnscseatseesscnectarseseess 101, 383 
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use for research and Statistics ..............ccccceceeeees 402-403,. 440-44] 


See also Access by individuals to records, Authorization of disclosure, 
Confidentiality, legitimate expectation of, Fairness in record 
keeping, Family Educational Rights and Privacy Act 


Educational Testing Service ..............cccessssssscccceceeseeestttssceeeeeees 410 
Electronic funds transfer 
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Elisberg, Daniel ....1.arecsirrrvepavanvenvensiilenocusteaacdasioundaovsomenteomhs 294 
Employer-employee relationship ............ 3+ 6; 16, 19, 32, 223-275, 515 
Employment records 
constitutional protection Of ..........cccccccccssceeeseeeceeseseeeee 351, 36] 
employer duty of Confidentiality ..,..0:00ccsvsessesesicavewwesaeses 270-273 
RENIGIAUY <b sc cunaiotecranivdeush-eieadansiinisReauvsiensasueiieissacsonaee 16, 17, 34 
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Employee Retirement Income SCCUPLY ACE i. csestecuusssensconnnpiedees 227, 545 
Epidemiological research ..............c0cccceeesececeesseeceeeeeen. 280, 309-310 
Equal Credit Opportunity Act .... 66, 67, 93-94, 107, 108, 10, TT, TEs 

187, 227, 233,488 


Equal Employment Opportunity Act ............00.cccccceseceeeeeeecec., 488 
Equifax ING, aicrssvnteesaaeiteusssaxsentwayevenss 89, 93, 95, 320, 321, 332, 336 
Executive Order 9397 .iiiss.ssesssuinceversscsassadavovessenecsvarsseces,... 616-617 
Expectation of confidentiality. See Confidentiality, legitimate expectation of 
Factual Service Bureau........ 174, 190, 191, 285-287, 294, 303, 304, 334 
Fair Credit Billing Act ......... bi ghdgaeeneanseeieddy 47, 67, 69, 108, 113, 122 


Fair Credit Reporting Act ... 10, 13, 32, 34, 57, 61, 65, 68,.69, 72, 107, 
110, 111, 112, 159, 161, 162, 175, 177, 182, 185, 190, 194, 198, 199, 
200, 203, 204, 207, 208, 209, 210, 227, 231, 240, 241. 249, 250, 251, 


252, 256, 257, 261, 272, 326, 337-343, 489, 491 
Fairness in record keeping 
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Credit reCOrdS 1.0... eeeceeeesecececeeeeeecceseseeeeeesccscn. 75-84, 97-99 
depository records... eeccesccssesessecseecssececeeeccceeeces 108-112 
Education records ...........ccccecsssesececeeeeseceececs. 422-425, 432-437 
employment records ............ccececseeceesssccceveecesecsececscn. 235-238 
insurance records .........eeeeeecceecceeeeeeeccccce..... 156, 175, 183, 191 
Medical records ...........ccccsceeeceeeessseccececceeeses 242-268, 295-304 
propagation of corrections ............cececcccccecccseeeeeees 12, 18, 81-92 
public assistance and social services records ..................... 470-472 
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Family Educational Rights and Privacy Act of 1974 


EXPOMENCE UNCED seisiscnsssasenrvamsicsnrecteeradesnstdes wenan erwenee 416-418 
PETOHANY vevsacnisuniassecansseaneseniars 17, 251, 394-395, 411-413, 493 
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DHEW Tepulations sctsccrimemsccrminameriaaiiamceonsaneaete 415-416 
PEQUITEMENIS OF ss sicessrsnerstxeaverenearsarentreraserrenavaaeenein 413-415 
See also Education records 
Fannly Planmitip Projects siicosnmnssndscsansansarssvedensassmnavnatexceansnanss 451 
Federal Information Processing Standards .............00. icudisbuveainnnasines a2 
Féderal Insurance AGMINISt ALOT vi. siiscowsircncuvnsanenspceensamseronnerivons 189 
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Federal REPOrts ACLs wcnsninsstesrimndiontitaniaedacewrenambesnncedgiinnds 513, 389 
Federal Reserve System. See U.S. Federal Reserve System 
Federal Tax Return Confidentiality ...cccssscosvsveeserstsssctessccsersessoenes 48] 
Finance America Corporation s.iarsasssvectsapccisssrssorceqenessnemmonveetaees 50 
Follow THEGueh PrOprai. .siciisasscernuvianvinsceneomenrnrearrmenteinentesnes 45] 
Food Stamps Program ............. 447, 448, 450, 451, 466, 468, 473, 479 
Ford Motor Company ssainnigranrernesernreoisrererninenetnanacsuinleapegvnctes 274 
Freedom) Of INIORMAN OR: sescxisiorsicescanneransausacsdmmaceucmeceye ee? 21, 24, 25 


Freedom of Information Act ... 22, 25, 130, 131, 293, 368, 520-521, 522, 
524, 590, 594 


Functional Separation . 
PINICIPIE OL, sxemssasines dn vicceasinsdosdapeiasneinenopacaions? 572-574, 575 


COMPLIANCE WH, * ix iainisonnisicesinaaahosnamesieanhaawapehaueatensnnss 574-587 
Gate-keeping function, definition Of ............::eeeeeeeeteteeeee eee teen eae 291 
Getmany. N.L.R.B. .....ecceeeeees eee eT ee ren eer tere 131 
General Electric Corporation <:viw.sassiassaseceonaecnassoasonotsones pametneees 246 
Goldgar, Michael ............:.:::sssessetseeseeseeteeseeseeesereeeeeeseeeeeees 95-96 
Government, ability to violate individual privacy increasing . 346, 380-381, 
; 384-387 
Government access to personal records 

compulsory reporting requirements ........... 27-28, 32, 353, 380-390 

gemerally ...,...ccssesceeseereenees 5, 8, 20, 24, 27, 52-55, 63, 356, 391 

TNMTOPMAL, .oxcstiaeevorssna minamamerinawe Seekaxgiusaiwaes 348, 357, 364-365 

voluntary disclosure by record keeper 

gererally .......cssccssecensseeeseeeneeees 349-350, 351-352, 356-359 
where legitimate ...........ccesscaseecseereecesseeseeusceaseres 358-359. 


through unreviewed executive discretion .... 366, 370, 372, 388, 391 
See also Law enforcement and investigative agencies, U.S. Depart- 
ment of Justice, U.S. Department of Treasury, Internal Revenue 


Service 
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standard Of SCCTECY .......scosecssecnserceeeceseneeseeaceenseeees 374, 376-77 


See also Subpoena 


689 CamScanner 


646 PERSONAL PRIVACY IN AN INFORMATION SOCIETY 
Great Depression of 1930's «.......s..sececsisescsecsnseces athsieauiusbiols 452 
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Impairment Bureau, National Insurance Association .. 162, 164, 170, 175, 
. 179, 206, 208, 213 
Independent authorization service. See Credit card authorization services, 
Independent check guarantee services 

Independent check guarantee services ........0...cccccececcecseeececeeee 111-112 
Information policy issues .............0ccccccsesesceceeseeeeceeentececeeees 532-536 
Inner-Facts, Inc. See Factual Service Bureau 

Insurance institution 


definition Of ............ccceecceecee scene Poiana ieaaetnsiiens ieacassaseenis 221 
Federal regulation ...............cccccccccccceceeaneeeeeeeeeees 185-186, 203 
penetally ccmicvccuvs 5, 9, 11, 17, 18, 19, 21, 26, 32, 35, 38, 155-223 
life and health insurers ..............c0cccceecaeccaueccsceeceescees 157-164 
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disclosure within the industry ..................ccceeeceeeees 169-173, 213 
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maintained by an employer . 259, 260, 261, 262, 263, 264, 267, 268 
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See also Access by individuals to records, Adverse decisions, Ameri- 
can Insurance Association, Authorization of disclosure, Confiden- 
tiality, legitimate expectation of, Fairness in record keeping 
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Internal Revenue Service. See US. Department of Treasury, Internal 
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Intrusiveness 
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Limited disclosure, principle of. See Confidentiality, legitimate expectation 
of 
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COMPANY VISE PIOBTAM + pavervsnrcineantexcsiiasweseesacedtndensens 162, 163 
Medical professional, definition Of ................cccccceeceeeeeeceeeeceuuaes 277n 
Medical record 
CORIO ccs cies nih aany sauteabinoka eee eiexadersmasaerschohévaemucianiales 278n 
generally ..dsnsdsstvcviesvavscnics 10, 11, 22, 26, 37, 38, 356, 383, 387 
information reporting requirements .............cs0cceseseeeseeees 310-311 
maintained by an employer . 258, 259, 261, 262, 263, 264, 266, 267 
PODIENMOMEMIET sina cusicenvannsepeianuamnbssanmrdayenndicusonsnd wernt 289 
third-party payment of claims ............cccccccccccceceeeeeseeeeeee rere: 
safeguards against unauthorized disclosure ...............see00+- 303-305 
third-party requests fOr ..........c.ccsecceeeeeeesssseeaeeeeees 280-281, 290 


See also Access by individuals to records, Authorization of disclosure, 


_ Confidentiality, legitimate expectation of, Intrusiveness 
Medicare 


689 CamScanner 


Index 649 


MUltary CIsCharge 1e0ONdS sins secrsseryncacactininvastintiiniteretavinn 10, 247-249 
DVI Ty IVATEC MIO! yaceebakerasisescenaakwnosanedst aanamenensemmnbeniuaanaiceesniees 6 
Millstone. O'HGHION REDOHHS siccswesvscnsisrevevstaracasebishisaseanaetes 337-340 
PEROEY:. Csi: senaeacandeasarsbadaeddsh (ati nianscas orth eI niece Steer bases 380 
Minnesota Data Privaty Att sesccscacescssussrossnassensccsssnisadta incadeiecen 467 
Minnésota Department of Public Welfare .iccicsssccciveressansscsnenveroes 467 
Model Unfair Trade Practices ACt .........sccsseccvscvccssccecsescevees 181, 182 
Mutual Savings Banks wisccccssrsesvcsisecsctssensacscesssetecoseetvesssdocs 101-105 
National Association of Credit Management ............:scceeeeeeeeeeees 89, 93 
National Association of Insurance COMMISSIONETS ..........ssceeeseeseeees 198 
National Automobile Theft Bureau ...............0cceceeeeeeeeeeeeeeeeeeeeees 167 
National Center for Health Statistics .........c.cccececeeeeceeeseeeteeaeuenens 287 
National Commission for the Protection of Human Subjects in Biomedical 
and Behavioral Science Research ...........cccececeeecceeeeeeeeeeees 597, 600 
National Commission on Uniform State Laws ..........:.0c0-eseeeeeeeeeees 293 
National Council of Citizens in Education ...............cecceseeeeeeeeeneees 412 
National Crime Information Center ccs cccscesscescssnstsaverstearaniandeanes 535 
National Driver Registry ..............:00008 siciaiiniRea edge aaa ensoaetage 614 
National Health: 1SWrane® occas icacvaunwadans veovernerencscesthacsewvevecous 316-17 
National: League of Cities v. USery ........0ccccecseescceccsceenennceancancenees 489 
National Research Act costs niactinsradonssencrpeticnasceniniieeieteaseon senna 597 
National Technical Information Services ...........ccseeceeeeseeereeeeeeeees 131 
Negative check-off option. See Mailing lists 
New York 
Code of Rules and Regulations ...........csccssecsecsseseesereeresenees 466 
drug reporting statute .............eeeseeeeee eee . 381-382, 383, 384, 388 
New VOR City’ sesacnsnsnencnnnnciasanvuannencdnnoatemiensennrmae ons tronies 465 
Nicholas, Anthony .......::.0sccsesssccunsssesssenssesceasseetecensensesceeaeeosoes 44 
Occupational Safety and Health Act ........---seeeeeeeeees 227, 228, 273, 274 
O’Hanlon Reports, Inc. ......:.cccceeeesseeeceeeessseeeeeeeetenessseeeeeeeenens 325 
Ohio Department of TAO ce omar ete xn cesemaeediciaucecnecnoie 483 
Older AmeriGans ACt dccacewesivsseekinwereararianeneiaidaeaieenecncnenies 474-475 
Omnibus Crime Control and Safe Streets Act ...............cccceeeeeeeeee es 244 
Oregon Division of Pa blic: Welland 02 cnccscncnsssemzevocemeramntiadens 463 
Organization, definition Of ............:.ssscsseeeeeeeessteeeeeeeeeneeeeeeees 32-33 
Parent Locator Service ......... 482, 483, 484, 485, 516, 538-539, 551-553 
Pension Benefit Guaranty Corporation .........:essseeeeeeseeeeeeeeeeeeseees 546 
Per-Mar Security .........ccceesecceeeeeeeeeeeeneaeeeseeaaaeeeseeenenea ens: 331, 334 
Personal Identification Number ...............:2eseeeeeeeeeee eee e ea eeaeenaeees 114 
Personnel. See Employer-employee relationship, Employment records 
Pinkerton’s, LAG, soccissssdnasi nian vetracmnasiomaae 331, 332, 334 
Pittsburgh Press v. Human Relations COMMISSION .......++-++ssesereesereneeees 23 
Point-of-sale services. See Electronic funds transfer 
Point SCOrING .......:ssseeeseeeereneneeeeeeeeeeeeeeeeeeaeaaee ana etteneeegs 11, 43, 44 
Polygraph ......:cesecsssccnessersvesenssseenpesseesscessedanseseaadarcsone ses 238-240 
Powell, Lewis F. .........ccscecccceeccscccceceseeneecceenensaeeeeasenseeessesenees 374 
CS 


650 PERSONAL PRIVACY IN AN INFORMATION SOCIETY 
PreeSCrOCHING -ciacinsaassaciviaxncssrerssecenvernetterieded 48, 56, 139-141 
PYCTER TRCECVICWS wascsexaduxesinynsinsesanaeccsancavexereenerdsseniers 16, 190, 240 
Privacy Act of 1974 
ACCESS Dy INCIVICUAl TH TECOTY cesicsccvessnnansveranmessannavrenints 508-512 
SUGUAl HOTS. sicissavictacancesenscnansseescaaatducocdinsdonuxanaicatiawicrve 322 
CONUACIONS ANG GTANCES sis cisstastararscsssncvevecesiaacanisonimentaben 530 
correction and amendment ................0c00008 512-513, 524-525, 526 


generally .... 15, 17, 25, 32-33, 35, 36, 37, 39, 186, 187, 191, 195, 
204, 223, 225, 447, 481, 489, 490, 497-536, 538, 541, 576, 590, 
592-594, 595, 600, 611, 612, 613, 615 


PRIVACY ACL SAteMEN bisisicvisisscissedanerdonionasoes 513-514, 516, 522 
“POUTINGAISE” PROVISION. iciscsasscaradrnnsaciencesdesweacundes 516, 517-521 
SYSTCM NOMUCES: ici cesctercnnttennciowesdvausasdaceadansive sores 518, 529, 536 
SYSTEMVOPPECOLTS secavsscencossianiesavesiedesnoadneveceseenes 514, 525, 531 
unauthorized disclosures, criminal PONAIIES FOF coscassisnieeresseaces 522 
Privacy Board, Federal .......... 00... cccccccceccccuccccuceccusceutecccuceceeceece a 
Privacy, legitimate expectation Of ..........cccecccccecececseseeeecses 7; 351-352 


See also Confidentiality, legitimate expectation of 
Private investigative agencies 


BONELANY cicarssamnnnwisisceranswsdunsiniandeniesaemmnin 163, 238, 239, 326 
preemployment investigations ...............ccccecccceeceeeseeeess 330-331 
types, methods of information collection ........0...cccccecececcecceee 332 
See also Investigative reporting agencies 
Professional Standards Review Organization ..........c0.cececceeeeee. 279, 310 
Psychological Stress Evaluator ........0....cccccccesssecessssecesseseceees 239-240 


Public assistance and social services 
confidentiality of records ............0...ccccceseeeeeees 469-470, 472-480 
CMSA so scasisratcnceterinnss’aateld dadieataeineyaarinceciasautadéins 34, 39, 445-486 
See also Access by individuals to records, Correction and amendment 
of records, Authorization of disclosure, Fairness in record keeping, 


Parent Locator Service 
Public Health Service Act .............ccecccsvesssssseretseuaeeeseseeeesseecce., 474 
PMDUCTRC ODA icniiisidtivatiaarostseaninbi taaatiint cai cusses cgunae acs sane 9 
RA. POM AND CO, wovcinnsiseresisenceactawasaiantettoasoccsas 128, 129, 130, 133 
Railroad Reform ACt ..........cssccccccessssesecestttaseeeseeesececeecccccce. 123 
Railroad Retirement Board ............csccccecccseseseceesseeeeseceees. 517, 546 
Regulatory and enforcement mechanisms ...............-066.6........... 29, 30 
Rehabilitation Act sssssisesssveesoonateldvaladbersvendsteseecve'sececesessccsc..c 228 
Research and statistical records ..........cecececeeeeeeeeeccc..... 39, 567-604 


See also Access by individuals to records, Confidentiality, legitimate 
expectation of, Education records, Epidemiological research, Fair- 
hess in record keeping 


Retail Clerks Association ..........0.ccccccsecesscssecsecececeececececcccccccn. 239 
Reuben H. Donnelley Corporation -céccibeieiesieacececeeticecce 128, 129, 135 
Richard A. Vigurie Co. 0.0... .escsescssessscsetsesecersccecccecccterece, 137, 138 
Robert Morris Associates ...........ceececseeeeeeccccccc 98 
Runaway Youth Program .............sssesseeseseeceescseccesecee 451 


651 


Index 
Russell Sage Foundation .............cccccsseeeeereeneeseaesersaeeeeee ees 412, 419 
Saint Elizabeths Hospital .............:cccceeceeeeeeeeeneeseneceenersesseeeeeens 289 
Savings account records ..........sssscecenseeeereeeesseeeeeeseaeeseeesnenss 101-103 
Savings and Loan Associations ..............0665 38, 101-105, 115, 117, 119 
School Breakfast Progra .+.seisssisccsvassacssereesennasioa ss nennsiecsnaavennene 451 
Schoo! Latch Program scncsicesssasnctereaesvoanernqasestecadownamindeoness 451, 472 
Secretary’s Advisory Committee on Automated Personal Data Systems 
(DHEW) sesécesssnctnionad qancicseeniatanteraviniotacivciamdan 611, 612 
Seareh WAMAUE ancsiieseasceuiancuniicntioresiessrnswakes 360, 363-364, 376, 391 
Seats, ROSDUCK, BN CO: sscscsrcssviiacrdvescaddesvansesedconmavarnonamvecencs 44 
SECURELY Of POCORN: caxdastncssncrsmasinnasenrsrredavarasrecoensinrnee 526-528 
Self-insurers. See Insurance institutions 
Services for Crippled Children .............ccseceeecneeenecueeeeeeeeeraeeneeens 472 
Social Security Act 
PERETANY: csvacmiismerssnmmaeeaasonmimneraunnse 292-293, 515, 545, 609 
TAUELY, -csstioitcnen'sviectntimamentonteiacxendeosamamsdasneanents 448, 482, 484 
Title XIX, Social Services ...csssssescesstsssssscaasesesoasesvcecenseseses 448 
Title XX, Social Services ..... 446, 447, 448, 449-450, 453, 454, 455, 


460, 464, 465, 472, 473, 474, 475, 480 
Social Security Number 


AS AULRENUICALOL svcmunieuinssismnnarersimnsonncennimmanecnedoorehets 609-610 
AS TUEMUIPIER s;accradcanasaradatawescwondscesteessergneeanaanyeaeiecusaeeaeks 609 
Benerally’ «cvsissenesiertanateeaces 39, 103, 105, 513, 515, 532, 605-618 
faSK [OPCS OM: a coccevsscantvscaume eedonctaeehSeeeedc renee nees 611 
South Carolina Department of Social Services ........-s:0eeessreerereees 462 
SOVETEION MMMUNILY  sesinccesnnetaniorsisorssiverracueseasssensvaresens scans 530-531 
Special Program for the Aged ...........::-ssssrsseeceersossenssrscesonoeeeens 451 
Special Supplement Food Program for Women, Infants, and Children . 451 
RSA TAR S ndcosecaninsctaticdcnuhe cua setemnsaai named orauctiateceseenbeetases 526-527 
See also Computers and telecommunications 
Standard Universal Identifier ..............cccseseeeeeeeeeeues 614-615, 617-618 


See also Social Security Number 
State and local government 


disclosure of tax information tO ............cccceeseeseeeees 546-547, 558 
federal TOndiae. (ay secentucti beat asarsceierdineranucd naieienages 380, 389 
Penerally Jos csicsacarssevissseoeveneis oveancsssavwacveaorssgsecdvonvnes 487-496 
government CCORS sscenisivaseieqewsacnemmnianes 356, 380, 385, 387, 389 
Insurance regulation .........-..sesseeeeeeeeneeseeseeeeeeaneeeeeserenenes 180 
relationship with Federal SOvERRINEHE . 21, 29, 36, 37, 39, 487-489 
Sle Wart, POMEL nc cvrscncdnadsscinseusricemesesncsntessbuasavecunanies 368, 370, 382 
Study on Student Records in Higher EGUCAUOR: ssnsssisnacscaawn sea ceeeecns 412 
Subpoena 
GUCOS LOCUIN a sicis sxsanvcvevasceneaisuas ive vaesces sansereonw tes bexcaness 368, 379 
SENAY ss hcskcsoncsatianwneiesanasnrpeiaritsetoi 27, 312, 357, 359-379 
BEANE JULY oi csssserenssonvovnnnctesanasia anes domasicinnss au bsinwonsdenne 373-379 
HOW 188116. sc osiastnxaisasdeennntarvasinntredesenanuareeectatnennanen’ 366-367 
In Course Of litigation ........ecceeseeceee nett eee ese ese eee eeeeenees 373,379 


CamScanner 


652 PERSONAL PRIVACY IN AN INFORMATION SOCIETY 


See also Administrative summons, Government access to personal 


records 

Supplemental Security Income .........sscssscessssecsetsedaceereceneceaes 447-473 
TAPED. SRG scansredeotacs tus voxtamnauancmeewmatemnuvinertinctdneveceowmssee 471 
Tarver, Camtuine sacesirrccasncssicstancsnamenisasonmnengponsiasuaouans 6, 470, 471 
Tax Reform Act of 1976 .......s:068.5. 39, 360, 390, 542, 543-545, 612-613 
Tax returns. See U.S. Department of the Treasury, Internal Revenue Service 
Tax Retum Confidentiality Meanings ssisscivssaccanrseadsecsnatsvonseargeavcs 483 
Telephone 

providers of long-distarice SrviCe ..........cesesccsceeeserveesvorens 21, 21 

MON AG COIGS: saxncextansstiernaendismnniesunnnpandtibunvenaseianstonmeataaioass 356 
Tennessee Department of Human Services ...............:scceeeeeeeeeeeeees 463 
Teshimonial Privilege siassecsaxrevuisensvoseiaaganeevrxaieaewes 284-285, 358, 365 
Testing and Data Assembly Service Organizations .. 410-411, 424-425, 433 
Trade Verification S€rvVice soisccrssssasinwssvesuacderkwseraserasuneesvineraeecceds 47n 
PPANS WOM ‘siuinntys concedes spies pind ontaidemasanandaaphaesaenes vicasandeteunees 35 
TAT Tens CL s.ciss vnpdanisaisgianins trrsaclein puiduiad wedvcaisinioiaanit 30, 108, 113 
Truth verification devices. See Polygraph 
TRW 

MIOOIC DATA: senseiesacn hacen sapecianteidenle spnetntealietees 48, 55, 65, 614 

Business Credit Services ..........iccccseccessccssesecccsccesccssocceecceces 89 

National Credit Information Services ..............c.cccceeeeeeeeeee 93, 95 
Unfair Claims Practices Act ........ Db san oimmainetcdensnaeemasnmmiedersanenns 181 
United States v. Mandujano .........ccsceccecseecesaecccueecuessueccusceuseners 374 
United States v. Miller ............ 20, 27, 34, 101, 106, 350, 351, 361, 377 
US. Atomic Energy Commission ............0..ccccseceeeeeeceeueccensceesees 123 
MS PUOMIEY axiececesncseminccuninuousa don vpsammeiad Pelle tals 366, 367, 376-377, 378 
U.S. Bureau of the Census ..... 25, 27, 128, 549, 570, 575, 577, 578, 579, 

588, 589, 590 

U.S. Central Intelligence Apency ‘i:vit.ttiay.iieiscssssecensvaceseeceesles 54, 579 
USS. Civil Service Commission .......... wait ieninandarsinsddomnindemeee adits ae 25, 286 
U.S. Courts 

Court of Appeals cscucciwssrnosnaitssan eanudatnasehes teats 7, 131, 359, 370 

GISHICECOUEL sci stndetheenduvaxvasnasiayebuncssankSbnatsedsavceswetons 553-554 


Supreme Court 6, 7, 22, 23, 24, 29, 357, 361, 370, 374, 381, 382, 
383-384, 385, 489, 556 


Food and Nutrition Service ..........cccc.ccccesseecececeececeusseaaeecs 450 
generally ...........,.. ri siendeyl peas Aoscrgatcaeadicces aitanatsses 454, 460, 539 
U.S. Department of Commerce, National Bureau of Standards ... 224, 290, 
528 

U.S. Department of Defense 
FORD) DD 214 cccisrapa sinc vouitiex eioresnesunadenixvasvwendaranbstnces 247-250 
BOMECAUY’ sc cssskoraaadnda pinay Sadbisaiivans dawerdiossienssdeteraenaisbedins 297, 588 
industrial security regulations ............cccccccsssseeececeeeseeseeeeees 229 
Separation Program Number .................cccccecceeeeeeseseeees 247-250 


CamScanner 





Index 653 


Foodaind Drug Administration ...:.::0ccrcossescosssscsstssnvvevesnaes 370 
CSENCTR OOOO OL sc vvsvincs csxuvecimmieseanraeseponabacesesetunadeeawadand 593 
generally ...... 36, 293, 297, 307, 316, 454, 457, 465, 515-516, 551, 

576, 577, 597, 609 
National Center for Health Statistics ...............000005 575, 576, 578 
National Institute of Mental Health ...................cccceeceeceeeeees 286 
OITICe Or BOUCATION ut.ncesaancinasseeweentneisracusa cellasenveanaaes 33 
Public Health Servite ics suscssicosswaavnnededanneeeccnexnerences 33, 288, 289 
SECHELALY OF sscsessumnaverdectsatiasannivivecaans 32-33, 456, 457, 576, 578 
Social and Rehabilitation Services ..............eceeeeeeeeeeeeees 460, 462 


Social Security Administration .... 33, 448, 515, 516, 517, 526, 529, 
545, 607, 608, 618 


U.S. Department of Housing and Urban Development .............. 369, 451 
US, Department OFINe Intel scasavsiansdesasrgansairnewysecsssdgdestineits 131 
IS. Deparment OF LUDOR sexta onizasvisanswisters.at 274, 451, 546, 571, 588 
U.S. Department of Justice 
AUOReY Genetal niwimenianimn cise 386, 554, 555, 564 
Federal Bureau of Investigation ..... 54, 245, 368, 377-378, 534-535 
generally ..... 54, 122, 377, 391, 517, 543, 544, 554, 555, 557, 560, 
562, 564 
Law Enforcement Assistance Administration ........... 244, 488, 578 
IMarsihal’S SeV1CO aces ccssnavsudtovsonronsacesiadiancdwaueansacnso asenetaene 17 
US. Department of Transportation ............cceeeeeeeee eee eee een eees 245, 614 
U.S. Department of Treasury 
Bureau of Alcohol, Tobacco and Firearms .............cseeeeeeeeeeeeenes 6 
CUS IOS SERVICE cc iiss. Ooxcaiaectapeancolwnddenseoceaniannexeee 103 
pemerally ..........csccccensssssereeeceneeeaesseeseeneneeeereaneeesseeenes 7, 103 
Internal Revenue Service 
COMMISSIONED vasensicevieriuzeceiarticoeanences 370, 390, 542, 562 
disclosure of taxpayer information to law enforcement agencies . 
553-558 
disclosure of third party source data .............sssceseeee 558-562 
generally. .........-+..seeeee 21, 39, 54, 103, 122, 588, 606, 618 
Special Service DEALT con catans sageaoteshexinetiasiathwivinewinnen anewacees 390 
special study by ........ssessssessssesseeeeeeeeeeseenaseeeaeees 562-563 
GININIONS: Avicueiecadaaiicassmneagecmasceasees 349, 360, 361, 369-370 
FAX TOVUIIG: 45 iscanveeceacsansddesadessnbneausaen 25, 27, 549, 550-551 
See also Internal Revenue Code, Tax Reform Act — 
Secretary Of .......ccsssseccsrteeseeessesceneesseneensceseeeees 542, 557, 559 
USS. Federal-Deposit Insurance Corporation ‘ioiaunensceasenalsnmancenreean 245 
U.S. Federal Home Loan Bank Board ..............cccsceeeeeeeeeeeeees 105, 106 
U.S. Federal Reserve System 
Board of Governos ........0eeeeeeeeeees 46, 76, 86, 113, 122, 123, 124 
DiStiet BANKS ciincisncssscccademeeewervinmereente 105, 116, 119, 123 
BET dcciesticasaseatiaviiaeeendaaureineere 116, 117, 119, 122-124 
Bernerally ..........csssecseeeeecneesenecsstsrneeesennessuaeeecenaners 30, 36, 37 
Regulation Z ......,scssscsessccesesesennersdovsvscnesscsensssaneane cscs 30, 37 
cS 


654 PERSONAL PRIVACY IN AN INFORMATION SOCIETY 


U.S. Federal Trade Commission .. 32, 36, 75, 78, 99, 107, 131, 139, 190, 
191, 203, 210, 211, 241 


U.S. General Accounting Office ............cccccceescceeesceeeees 559, 581, 582 
USS. Interstate Commerce Commission ...............cseeeeccccceeeeccece.. 123 
U.S. National Academy of Sciences ..............ccccccsseeeececeseeeees 587, 600 
U.S. National Archives and Records Service ..........00..ce00eee0-55, 579, 580 
U.S. National Labor Relations Board ...........0...ccccceceeeeeceececceceeen. 25 
USS. Office of Management and Budget ..... 296, 516, 519, 531, 585, 586, 
589, 594 
USS. Postal Service ........ 0. ccc cccecececcsseceececccceces. 23, 125, 134, 146-147 
U.S. Securities and Exchange Commission .........000ccccccececeeseseseeees 103 
U.S. Small Business Administration .........ccccccccccceceeeeeeecccccecceeeece. 88 
USS. Veterans Administration .................... 131-132, 247-249, 297, 408 
Virginia State Board of Pharmacy v. Virginia Citizens Consumer Council .. 23 
Vocational Education Program ...........00.ccce0e00: Macsteadunninsnwacosies 451 
Voluntary compliance ....0........ccccccessececesecessesseessedaseeseeeeee, 34, 36 
Wackenhut Corporation ..........cccccccsesescecceccccssesecseeees 333, 334, 336 
Walsh, Dr. William B. ............ccccccceseceseetsceeeessssecceesssceeseeeesees 147 
Washington, State of ae 
Department of Health and Social Services ...........cccccecceceeeeeee 470 
Department of Public Assistance ..........000ccccccssseececeeeeeeeensesees 6 
SUpreme COUP sa Ksacsnciceinatons Oresscetawimeninascvnnesasonsvsedackwes 47] 
WALEIBALC satnsccssins Pirecerane nes Midbeantbiidetionsehd mcnaion Uaceaivaran 391, 533 
Welfare applications .......:,-.sesersisiacssqutnenspeseossetsacosenacenpensvaeceres 26 
Western Electric Employees Federal Credit Union ........00.....ccccceeeees. 50 
Westin, Alan F. 0.25. c.ncccdepecntosesceeessedoecesasecscccaees 224, 281, 284, 290 
White House, tax return disclosure to ..........00cccceeeccecececceecceeccee ce. 550 
Wildhorn, Sorrell | ...:.<%;scendasseasspscussenheesstsvbvedlivensesvuesmecel codec: 333: 
Will IIGTeSt  assesesade vere iecasenerasonnseneniens (ivan tteniniebinevesinnanasteacaiacdl 30 
Wine Hobby U.S.A. Inc. v. Internal Revenue Service ........6..0.0..0........ 131 
Work Incentive Program ...............660008 Ai nia ead eaenaneiens 451, 459, 472 


ve U.S. Government Printing Office: 1977—237-994 


ee PEDATIOS 
RESEARCH & DATA OPERATION 


| 
MUNICATION DEPARTMENT 


689 CamScanner 


= er 


war’ 


, bet 
Ce gut RR 
Sr Gt ee 


‘ 
ary 
t ‘ 
‘ 
gis 
‘ ‘ 
is are i 
wt 
. 
i 
‘ 
’ 
‘ 
’ 
i 
‘ 4 ¥ > 
i 
i 
a 
Pots 
{ 1 
' 
‘ 
’ 
r 
4 
. 
* 















